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Abstract 

With the rise of cloud-native platforms in the financial sector, many FinTechs today are adopting 

multi-cloud strategies to improve performance, cost-efficiency, and reliability. But this shift also 

brings serious challenges—especially around data privacy, user identity management, and staying 

compliant with regulations across different cloud providers. In this paper, we propose a practical and 

secure approach that combines end-to-end encryption (E2EE) with identity federation to address 

these issues in a comprehensive manner. 

End-to-end encryption ensures that sensitive financial data remains protected throughout its 

journey—from the user all the way to the backend service—without exposing it to any 

intermediaries. On the other hand, identity federation helps organisations manage user 

authentication centrally, while allowing trusted third-party identity providers to handle sign-ins 

using standards like OAuth 2.0, OpenID Connect, and SAML. 

We present a reference architecture using widely adopted tools such as Kubernetes, Istio, Keycloak, 

and HashiCorp Vault, which allows FinTech systems to securely run microservices across different 

cloud environments. Our tests using simulated financial workloads show that the solution performs 

well under high traffic, keeps latency low, and enforces strong security and access controls in real 

time. 

Overall, this work offers FinTech developers and architects a reliable framework to secure multi-

cloud systems—by blending encryption with identity federation in a way that’s scalable, compliant, 

and ready for the demands of modern financial applications. 

Keywords: End-to-End Encryption, Identity Federation, Multi-Cloud Security, FinTech 

Architecture, OAuth 2.0, OpenID Connect, Zero Trust, Service Mesh, Data Privacy, Compliance, 

Kubernetes, Cloud-Native Security, Microservices, Key Management, Financial Data Protection 

I. INTRODUCTION 

A leading driver of this is cloud-native technology utilized by the FinTech industry, which has become a 

major contributor in shaping the contemporary financial services industry. As agility, innovation, and real-

time service needs continue to accelerate, multi-cloud strategies that include a mixture of public and private 

cloud providers are becoming a common strategy for FinTech platforms. This architectural change 

improves service availability, scalability, disaster recovery, and so on but introduces challenges of data 

security, access control, and regulatory compliance at the same time. The demands in financial applications 

are particularly challenging as, in many cases, financial institutions need to process, transfer, and store 

sensitive data across federated environments. 
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Figure 1: Adoption of Cloud Architectures in FinTech 

Historically, cloud security has been about setting up a walled defense and encrypting at specific points, 

such as the transport or the database. However, this approach has too many holes to provide end-to-end 

security for multi-cloud operation, particularly a multi-cloud that’s built around a distributed microservices 

architecture. Money moves across a mesh of APIs, gateways, and processing nodes, which may be hosted 

in different cloud services. Hence, we need a more comprehensive security approach where data is 

protected throughout its complete transmission and processing life cycle. End-to-end encryption (E2EE) 

deals with this issue by ensuring no intermediary can decrypt the messages, as only the communicating 

endpoints have the necessary keys. 

While E2EE addresses the data, securing user identities and controlling access across multi-cloud is 

another part of the puzzle: identity federation. Can we depend on a single, centralized identity infrastructure 

that does not force them through additional processes and does not require manual involvement in 

integration processes that add friction in a real-world ecosystem of cloud-native FinTech players where 

users (customers, internal stakeholders, and third-party services all alike) access distributed systems 

collaboratively, without forcing the systems themselves to manage a plethora of credentials? The federation 

of identity enables trusted identity providers to verify the user, granting access tokens that will be 

respected across federated services. Using open standards, including OAuth 2.0, SAML, and OpenID 

Connect, this framework delivers Single Sign-On (SSO), dynamic access control, and user session tracking 

by industry standards. 

This paper examines the combination of E2EE and identity federation as a security model (dubbed E2EEF) 

suitable for multi-cloud FinTech instances. It looks at how these models become realized in containerized 

environments based on microservices, managed by platforms like Kubernetes and protected by service 

meshes such as Istio. By baking encryption in the application layer and leveraging decentralized identity 

providers, banks can balance user convenience, data protection, and operational compliance. 

This study also analyses the feasibility of using these technologies in existing financial infrastructures. 

Several challenges are considered, including key management, latency induced by encryption-related 

processing, trust dissemination over identity domains, and policy enforcement consistency across clouds. 

We present and evaluate a reference architecture for applying these tools and methods, which would be 

able to deliver against the financial sector's high-assurance requirements. 

Based on the pillars of data confidentiality and identity assurance, this study has laid the groundwork for 

creating secure, resilient, and regulation-conforming fintech systems that thrive in a cross-cloud world. The 

results and architectural guidance are intended to help security architects, developers, and financial 

compliance officers build systems that address the current cybersecurity landscape and are well-positioned 

to respond to future threats in the transforming financial ecosystem. 
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II. LITERATURE REVIEW 

End-to-end encryption and identity federation have blossomed as central tenets of security within cloud-

native finance. Due to the demands of complex FinTech services for distributed applications to multiple 

cloud providers, more and more researchers and practitioners are interested in constructing secure 

architecture that can maintain data confidentiality and access control over heterogeneous systems. 

The concept of end-to-end encryption (E2EE) originated as a secure way to keep the confidentiality of data 

over untrusted channels. The original use of MDP in messaging systems is described in [1] as key to more 

sophisticated ones in enterprise systems. In cloud computing, Wang et al. introduced a data-centric full-

chain encryption framework, with E2EE incorporated while maintaining user-friendliness [2]. This helps to 

highlight the value of encrypting data at the application layer in multi-tenant environments such as 

financial institutions. Nevertheless, practical issues, including key distribution and key rotation, are still 

critical, as Ristenpart et al. [3] stressed that it is possible to leak sensitive transactional data, even with 

isolated encryption failures, in virtualized environments. 

At the same time, identity federation has been increasingly employed for secure user access between 

clouds. Protocols such as OAuth 2.0, OpenID Connect, and SAML are commonly used for federated 

authentication and authorization. Maler and Reed [4] gave a fundamental description of federated identity 

management systems and stressed their role in realizing SSO and policy-based access control for cross-

organizational interaction. Later, Sun et al. extended these ideas and investigated the integration of identity 

federation and access-control enforcement in multi-cloud infrastructures [5]. They emphasized that 

federated identity combined with good token validation and context-aware access policy helps remove 

identity silos and delivers improved user experience without sacrificing security. 

Encryption and Identity Federation Complex Models Several contributors in the financial domain have 

proposed models combining encryption and Identity Federation to secure critical infrastructure. Sharma and 

Kalra [6] presented a secure banking API architecture using mutual TLS and federated OAuth flows that 

could be easily adapted to the requirements of FinTech systems willing to interoperate over cloud services. 

The Cloud Security Alliance guidelines for Identity and Access Management (IAM) [7] also highlight the 

need for Identity Federation with Zero Trust Architecture for its deployment in cloud-native applications. 

From a cloud orchestration perspective, integration with service mesh technologies, like Istio, has been 

attracting more attention. Chen et al. [8] introduced an edge security model that incorporates E2EE between 

microservices with mutual TLS inside the mesh and external identity providers for ingress access control. 

Their tested model in Kubernetes deployments emphasizes the importance of integrating network and 

application-level defenses. 

Key management is another important aspect associated with E2EE. To account for the handling of 

cryptographic keys, the National Institute of Standards and Technology (NIST) published the key 

management best practices (SP 800-57 [9]) that were broadly referenced in academic and industrial 

projects. Lorch and Adams extended these practices in their analysis of scalable key vault integrations with 

cloud-native applications [10] and presented methods for secure, auditable, and policy-driven key lifecycle 

management. 

Collectively, these works create a strong base for the combined analysis of end-to-end encryption and 

identity federation. However, these technologies cannot yet be integrated into FinTech's architectural 

model. This white paper fills that gap by introducing a multi-cloud reference architecture that combines 
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well-established encryption and identity federation solutions with orchestration and compliance-aware 

service mesh infrastructure to support secure financial transaction processing in the cloud. 

III. METHODOLOGY 

The study applies a hybrid methodology, combining architectural modelling and simulation-based 

validation with security performance benchmarking to assess the integrability of E2EE and identity 

federation within multi-cloud FinTech deployments. The approach has been conceived to match realistic 

FinTech infrastructure requirements – in particular including distributed data flow, regulatory compliance, 

and federated user access over multiple cloud services providers. 

The first step of the methodology is building a reference architecture. This architecture represents a 

FinTech system that consists of three different microservices, which include payment processing, customer 

identity validation, and tracing of transactions. All services are then dockerized and deployed to multiple 

cloud regions with Kubernetes clusters. Kubernetes was chosen because of its proven reliability as a 

production-grade orchestrator and because it has built-in support for inter-service communication policies 

using Custom Resource Definitions (CRDs). 

For secure communication between services, Istio is added as a service mesh. Istio offers mutual TLS 

(mTLS) for the encrypted service-to-service traffic flow. However, mTLS will provide only 'point to point' 

security, and more application-level E2EE is provided through the libsodium cryptographic library. 

Libsodium provides us primitive that correspond to our modern computational environment, which are are 

more efficient (such as Curve25519 for key exchange and XSalsa20-Poly1305 for AE) and latency friendly 

for financial application. 

Keycloak is used for managing identity (users, roles, etc.) and for setting up federated access control 

(OAuth 2.0, OpenID Connect, and SAML 2.0). Keycloak acts as the central identity broker, with user 

authentication being federated by a simulated identity provider (IdP) configuration modeled after a real 

FinTech partner ecosystem (e.g., a KYC provider, loan aggregator, and digital banking portal). Access 

tokens from Keycloak are utilized to control which APIs can be accessed at the API level based on roles 

and attributes (RBAC, ABAC). 

Key management (one of the key points in E2EE) is managed through the integration with HashiCorp 

Vault. Vault is a central key management service (KMS) with an API that allows a developer to perform a 

key management request for generating, leasing, and revoking keys securely. It also provides audit logging 

and policy binding, which are required for financial compliance use cases in which access to the 

encryption keys can be audited and time-constrained. 

Testing stage emulates common FinTech operations, such as multi-party payment traversal, log in across 

different platforms and consuming third-party API. Artificial loads are created (using Locust) in order to 

quantitatively analyze behavior of the systems for different loads and latency. We profile E2EE encryption 

and decryption, with message sizes between 512 bytes and 4 KB, the size of typical financial transaction 

payloads, to evaluate the computational overhead imposed by using E2EE. 

For the identity federation flow, the authentication request round trip and the token verification time are 

measured across simulated trust boundaries. Further testing examines the security model's resistance to 

replay or expired token attempts, demonstrating the robustness of federated security to adversarial 

scenarios. 
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Realization: The enforcement of security policies is tested by the introduction of controlled policy 

violations, e.g., non-authorized token usage, unencrypted service communication, and expired key usage, 

into the simulated environment. Logs are gathered and analyzed via Fluentd and Grafana dashboards to 

identify, trace, and alert where these abuses are detected. This makes it possible to assess the visibility and 

auditability of the combined E2EE-identity federation system. 

The methodological approach we use has been organized to test both the feasibility of the proposed 

architecture and to measure the performance and compliance advantages of the architecture under the 

realistic FinTech scenario we consider. All tools, protocols, and frameworks used are mature, open source, 

and heavily used in the industry. 

IV. RESULTS 

The translation, as well as simulation of reference FinTech architecture, maturated significant awareness of 

the practicality, performance, and efficiency of pairing end–to–end encryption (E2EE) and identity 

federation in a multi-cloud context. The architecture was implemented on 3 Kubernetes clusters in 

simulated regional cloud zones , and services communicate with one another over HTTPS channels 

provided by Istio’s service mesh with authentication and identity access control handled by a federated 

Keycloak-based identity system. We evaluated synthetic financial workloads, user flows, and controlled 

fault injection. 

In the area of encryption performance, application-layer E2EE over libsodium came at low overhead on top 

of the base latency. For message payloads of 512 bytes to 4 KB, the average message processing overhead 

was 1.6 ms to 3.2 ms per transaction for encryption and decryption operations. Still, the overhead was 

worth it: all intermediary hops (including ingress controllers and service mesh sidecars) were blind to the 

encrypted payloads and unable to tamper with them. In addition, the use of Curve25519 ephemeral key 

pairs in key exchange means you will have reduced the risk of cryptographic material being re-used and 

compromised, increasing the cryptographic strength against eavesdroppers. 

 

Figure 2: Average Latency (ms) by Service and Region in Multi-Cloud Setup 

Performance profiling under synthetic transaction loads proved that the platform was able to cope with a 

transaction throughput of 7,500 transactions per second while E2EE was enabled, relative to 8,200 

transactions per second in its absence—a manageable performance penalty of 8.5%, 16 Shikfa et al. This is 

the case across three cloud sites, which shows the scalability of the encryption approach in a federated 

multi-cloud setting. No apparent memory bottlenecks or garbage collection spikes were experienced whilst 

running the encryption workloads in parallel , which is indicative of the lightweight nature of libsodium 

algorithms. 
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For identity federation, the system behaved well in federated login flows. The use of OAuth 2.0 and 

OpenID Connect for federated authentication showed an average round-trip authentication time of 210 ms, 

measured from token acquisition, verification, and policy enforcement. Access tokens (JWTs) were 

seamlessly passed between services with Istio’s Envoy filters, providing flexible user authorization within 

the mesh. More complex multi-cloud authentication use cases, such as cross-domain single sign-on (SSO) 

across services in different clusters based on token introspection and token expiry policies, were stress-

tested and worked like a charm through Keycloak. 

Compliance to security policies was tested through injection of misconfigured tokens, expired credentials 

and unauthorized access attempts of services. These attempts were all reliably caught by the Keycloak audit 

logs and prevented ar the ingress layerWe made a 100% enforcement coverage. In addition, the system’s 

support for revoking compromised tokens and terminating associated sessions in real time pointed to the 

system’s preparedness for high-risk financial environments with the need for fast incident response. 

We also met compliance grades when it came to key management performance through HashiCorp Vault. 

The system enabled dynamic key instantiation with access renting, rotation every 24 hours, and revocation 

on detection of an anomaly. In turn, Vault’s audit log integration with Fluentd was able to trace >99% of 

key usage events, enabling fine-grained visibility into cryptographic operations throughout cloud estates. 

Service mesh telemetry showed TLS handshake success rates in excess of 99.97% under nominal load, 

with Istio mandating mTLS as well as application-layer E2EE for dual encrypted redundancy. Thisdefense 

in depth prevention model made certain no unencrypted traffic possible even in intra-cluster 

communication. 

Our experiments confirm that it is possible to achieve multi-cloud FinTech deployments that are scalable, 

secure , and compliant-ready using the combined approach of E2EE and federated identity. Balancing acts 

The winning design meets demands for security, performance, and manageability — three important 

dimensions for any financial platform in a fast-changing distributed environment. The utilization of open 

source, industry-tested projects enabled these outcomes in a way that avoids vendor lock-in and lacks any 

proprietary, locked solutions — thereby being a solution well suited for both FinTechs working to meet 

both their operational goals and regulations. 

V. DISCUSSION 

The application and verification of a security architecture that combines E2EE and identity federation in an 

intercloud FinTech system provide a convincing illustration of how the two mechanisms together contribute 

to making data secure and access stringent. The findings demonstrate the feasibility of this approach, but 

further analysis is necessary to determine performance effects, operational scalability, regulatory 

compatibility, and architectural tradeoffs. 

One of the very interesting observations is the low amount of overhead added to performance at the 

application layer by E2EE. Even for high throughput workloads, encryption overhead remained within 

reasonable limits, thus confirming its applicability to latency-sensitive financial transactions. The 

implementation was fast and secure, thanks to underlying low-level cryptographic algorithms used for 

encryption, such as Curve25519 and XSalsa20-Poly1305, which was essential for FinTech ecosystems 

where time-to-market and milliseconds count. The fact that the encryption framework protects data in 

flight and at rest without leaking any payload to intermediate proxies or control planes is a very big 

improvement in terms of data confidentiality. 
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However, the development of application-level E2EE within microservices faces difficulties in key 

management and policy coordination. Although HashiCorp Vault allowed scaling out of key lifecycle 

operations and policy-based control, distributing keys to multiple cloud clusters continued to remain a 

delicate operation. Mismanaged key sync can cause states to become out of sync or risk that keys are 

compromised. It demonstrates the need for a solid secret distribution plan, auditability, and granularity of 

delegation of roles. 

In terms of identity management, the use of a federated identity system (i.e., Keycloak) allowed for a 

smooth single sign-on (SSO) experience across different cloud domains. This solved a common problem 

for FinTech platforms – handling the identities of external partners, regulators, and consumers without 

synchronizing credentials or imposing unnecessarily strict domain boundaries. Interoperability was further 

assured through the use of open standards OAuth 2.0 and OpenID Connect with any platform, whether 

hosted on AWS, Azure, GCP, or on-premises. 

However, identity federation comes with its own operational and security implications. Token lifespan 

handling, replay attack prevention, and multi-issuer token validation are some of the key pieces that have 

to be closely knit with the policy enforcement points throughout the mesh. The adoption of JSON Web 

Tokens (JWTs) increases the scalability and responsiveness of client systems but requires that sufficient 

signing, introspection, and revocation of tokens is present to manage abuse risk. Token validity between 

clouds commonly demands synchronized trust anchors, and certification validation mechanisms–both of 

which are essential for a secure federated trust fabric. 

 

Figure3: Implementation Challenges in Federated E2EE System 

The enforcement of compliance involves another level of complexity. Regulatory requirements, such as 

GDPR, PCI DSS, and ISO/IEC 27001, demand not only encryption and authentication but accountability 

and access logs and the ability to respond to incidents. The test deployment capability to dynamically 

revoke tokens and keys, log all operations, and prevent non-compliant traffic provides a good match with 

such regulatory expectations. The addition of Fluentd and Grafana dashboards for real-time log analytics 

and alerts solidified the platform’s observability — a vital trait for regulated FinTech deployments. 

Architecturally, the architecture in this paper provides a basis for future security paradigms, such as the 

zero trust architecture (ZTA). Even though the platform is cloud-provider agnostic, by authenticating every 

request, granting least-privilege access, and removing implied trust, it follows the core principles of ZTA. 

Furthermore, it paves the way for the incorporation of decentralized identity (DID) models in future 

https://www.ijirmps.org/


Volume 11 Issue 2                                                  @ March - April 2023 IJIRMPS | ISSN: 2349-7300 

 

IJIRMPS2302232560          Website: www.ijirmps.org Email: editor@ijirmps.org 8 

 

releases, which will support verifiable credentials and blockchain-based attestations and further decouple 

identity from infrastructure. 

However, there are still barriers to adoption. Integration obstacles: Organizations that have older systems, 

very centralized identity access management processes, and monolithic service architectures may 

encounter challenges with integration. Moving to the service mesh-based communication and federated 

IAM demands both a mindset change, re-engineering of the platform, and staff upskilling. Further, the use 

of open-source solutions, although inexpensive and transparent, can necessitate in-house or managed 

service provider (MSP) expertise for long-term viability and support. 

The conversation highlights that E2EE & identity federation is a maturing, scalable, and regulation-fit 

solution to securing multi-cloud FinTech platforms. It combines confidentiality with identity assurance and 

provides a unified solution for ensuring the security of both data and users in distributed systems. Not 

without operational hurdles, this model represents a milestone in the march toward secure digital finance 

infrastructure and provides a reference implementation to FinTech organizations looking to secure highly 

complex, cloud-native deployments. 

VI. CONCLUSION 

The financial technology (FinTech) space rapid adoption of multi-cloud infrastructures introduces new 

challenges in guaranteeing system architectures that are secure, compliant, and resilient. In this paper we 

have studied the joint deployment of end-to-end encryption (E2EE) and identity federation as core 

techniques to protect data and enforce trust boundaries in distributed cloud-native FinTech applications. 

Using architectural modelling, simulated testing and integration with emerging technology, the research 

has proven the viability of combining these two approaches to security in a contemporary, federated 

financial domain. 

Streamlined cryptographic libraries (e.g., libsodium) facilitating integration of E2EE are known to be 

effective to ensure at rest data confidentiality without significantly increasing the computational 

requirements. By securing data at application level, the system preserved security from potential threats by 

intermediate service layers, untrusted networks, and compromised components of the cloud. The onion-

layered encryption approach with service mesh-level mutual TLS guaranteed intra-service communication 

and user-level payloads being effectively shielded, meeting stringent security regulations over financial 

data in flight and at rest. 

Just as significant, MEG relied on the identity federation layer, which facilitated secure and transparent 

authentication across a broad range of platforms and organizational boundaries. By combining OAuth 2.0 

and OpenID Connect protocols using Keycloak, it was possible to gain centralized authentication provider 

and policy enforcement while providing identity management out to cloud-hosted services. This strategy 

resolved the identity systems fragmentation that many hybrid — and multi — cloud environments often 

present, with scalable, easy-to-use solution for access governance. 

Results validate that the fusion of E2EE and Identity federation results in significant enhancement to 

system security, operational efficiency and regulatory compliance. Performance statistics confirmed a 

negligible latency, and overhead for encryption and federated authentication flows. Through simulation of 

several attack vectors -- including token replay, key leakage and unauthorized access -- the resiliency of 

the enforcement mechanisms in the architecture became evident, illustrating accurate detection, revocation 

and alerting procedures. 
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Finally, the research showed how the combination of supporting technologies, such as Kubernetes for 

orchestration, Istio for service mesh control, and Hashi Corp Vault for key lifecycle management can come 

together to strengthen a security-first approach to FinTech solutions. Collectively these comprise an end-to-

end security pipeline protecting user identity, service authorization and data, and are supported by accepted 

compliance frameworks. 

However, the deployment of these integrated architectures does not come without a set of obstacles. The 

orchestration of cross-cloud key synchronization, scaling federated trust policies and maintaining near real-

time visibility across multiple domains require thoughtful design, expertise and operational rigor. In 

addition, transitioning from monolithic, centralized models to federated microservices necessitates robust 

change management and governance — otherwise the model will fragment and security experience 

regression. 

Despite these challenges, the proven advantages of this design, especially its contributions to data security, 

auditable operation, and resistance to failure, make it a fitting solution for FinTech organizations looking to 

protect their platforms against emerging threats. The model discussed in this paper can be used as the 

template for securing digital finance infrastructures based on mature and well supported technologies. 

This paper has combined end-to-end encryption and identity federation to create an integrated multi-cloud-

ready framework that offers both a technical and strategic path to the future of secure financial services in 

an ever-more decentralized and cloud-focused world. The methodology is particularly appropriate to meet 

the increasing data privacy, trust interoperability, and compliance transparency requirements of the future 

FinTech innovation landscape. 

VII. REFERENCES 

[1] M. Naor and B. Pinkas, “Efficient Oblivious Transfer Protocols,” in Proc. 12th ACM-SIAM Symp. 

Discrete Algorithms, 2001, pp. 448–457. 

[2] C. Wang, Q. Wang, K. Ren, and W. Lou, “Privacy-Preserving Public Auditing for Data Storage Security 

in Cloud Computing,” in Proc. IEEE INFOCOM, 2010, pp. 1–9. 

[3] T. Ristenpart, E. Tromer, H. Shacham, and S. Savage, “Hey, You, Get Off of My Cloud: Exploring 

Information Leakage in Third-Party Compute Clouds,” in Proc. ACM CCS, 2009, pp. 199–212. 

[4] E. Maler and D. Reed, “The Venn of Identity: Options and Issues in Federated Identity Management,” 

IEEE Security & Privacy, vol. 6, no. 2, pp. 16–23, Mar.–Apr. 2008. 

[5] Y. Sun, J. Du, and H. Wu, “Federated Access Control in Multi-Cloud Environments,” in Proc. IEEE Int. 

Conf. Cloud Engineering, 2016, pp. 131–138. 

[6] N. Sharma and S. Kalra, “Secure API Design for Online Banking Using OAuth and TLS,” Journal of 

Cyber Security Technology, vol. 2, no. 3, pp. 170–183, 2018. 

[7] Cloud Security Alliance, “Identity and Access Management Guidance,” Cloud Security Alliance, 2019. 

[8] Y. Chen, B. Xu, and J. Cao, “Securing Cloud-Native Applications with Service Mesh Architecture,” in 

Proc. IEEE TrustCom, 2020, pp. 145–152. 

[9] E. Barker, “NIST Special Publication 800-57 Part 1 Rev. 4: Recommendation for Key Management,” 

NIST, Jan. 2016. 

[10] M. Lorch and C. Adams, “Scalable and Policy-Driven Key Management for Cloud-Hosted 

Applications,” in Proc. IFIP SEC, 2020, pp. 241–256. 

 

https://www.ijirmps.org/

