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Abstract- The Know Your Customer (KYC) process is an essential part of the financial ecosystem.
KYC. This process requires banks to verify and authenticate primary documents. However, today's
market is flooded KYC tools that facilitate this process and share these documents with multiple
entities, whatever they provide very little added value. Blockchain technology with the concept of time-
stamped immutable ledgers and distributed systems, can effectively facilitate banks to improve their
KYC methods by enabling near real-time data exchange between different entities for faster and
efficient validation ensuring data integrity significantly reduce time and costs. The proposed KYC
system is a blockchain-based decentralized system that can be used to establish proof of identity for an
individual person. It is also a cost-effective method, and the data stored on the decentralized application
provides an additional layer of security.
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Introduction

Know Your Customer (KYC) is the process by which financial institutions verify the identity of customers or
businesses they do business with. KYC the procedure is done to prevent institutions from being used/exploited
for unethical and illegal activities such as money laundering, whether intentional or unintentional. In India all
financial institutions except regional rural banks are required to follow RBI KYC guidelines 2016 and update
KYC data from once every two years to once every ten years according to the risk associated with customers.

Apart from being a legal requirement, KYC is essential a tool to prevent financial and illegal fraud activities.
According to a recent survey by the company, major financial institutions are spending to $500 million per
year on KYC and payable to customer’s diligence. In addition to processing and background expenses,
financial institutions around the world have to pay significant fines for non-compliance due to uncertainty,
ambiguity and complexity of the process. It requires urgent need to revamp KYC and due-diligence processes
and record keeping system. It affects it overall transaction experience for institutions as well as customers.
KYC and due diligence processes are typical laborious, repetitive and slow, resulting in higher overheads and
irregularities.

Purpose

The purpose of a blockchain-based solution that reduces the cost of the conventional KYC verification
process. The main difference consists in the fact that the entire verification procedure is carried out only once
for each user, in any case for the number of institutions that register, increasing transparency by securely
sharing results. In this approach, Proof of Concept (PoC) is used. This practice reduces costs, improves
customer experience and increases transparency.
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Existing System
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Figure 1: Existing KYC Process

« KYC verification leads to huge expenses unnecessary costs, human effort and time in terms of finance
institutions.

» The KYC process is usually very redundant and recurring as every financial institution must fulfill it your
own KYC process.

« Clients must submit the same documents for KYC repeatedly at different financial institutions separately,
which leads to an unpleasant experience.

» Sometimes old systems that store sensitive KYC data does not provide sufficient security.

+ Therefore, calling for a solution is an urgent priority which solves the problem of repeating the process,
duplicating records that are stored and disturbing long scope of the process. It's important to stand your
ground they believe that topics such as this require dealing with the sensitive data. The regulations
regarding the protection of personal data must not be ignored.

Drawbacks of the Existing System

The current KYC process consists of an exchange of documents between the customer and the financial
institution that intend to work together. The process includes the collection of basic identity information from
all beneficiaries to check for illicit activity and “‘politically exposed persons. The process also includes risk
management with regard to onboarding new customers, the monitoring of transactions, and specific customer
policies for banks. The process is costly for financial institutions and may expose them to large fines if it is
not conducted in accordance with the existing regulations.

Literature Survey

“KYC Verification Using Blockchain”, Sunitha N.V., P. Ashwini, Sandhya, Shriraksha Bhat, Tushara
Sasi:

In this paper, they introduced a novel blockchain-based e-KYC scheme called e-KYC TrustBlock based on
the ciphertext policy attribute-based encryption (CP-ABE) method binding with the client consent
enforcement to deliver trust, security and privacy compliance. In addition, we introduce attribute-based
encryption to enable the privacy preserving and fine-grained access of sensitive transactions stored in the
blockchain. Finally, we conduct experiments to show that our system is efficient and scalable in practice.

“KYC Optimization using Distributed Ledger Technology”, Jose Parra Moyano, Omri Rossloan Buciu
in this paper described that the Know Your Customer (KYC) due diligence process is outdated and generates
costs of up to USD 500 million per year per bank. The authors propose a new system, based on distributed
ledger technology (DLT), that reduces the costs of the core KYC verification process for financial institutions
and improves the customer experience. In the proposed system, the core KYC verification process is only
conducted once for each customer, regardless of the number of financial institutions with which that customer
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intends to work. Thanks to DLT, the result of the core KYC verification can be securely shared by customers
with all the financial institutions that they intend to work with. This system allows for efficiency gains, cost
reduction, improved customer experience, and increased transparency throughout the process of onboarding
a customer.

“Enabling Trust and Privacy-Preserving e-KYC System using Blockchain”, Somchart Fugkeaw

The electronic know your customer is a system for the banking or identity provider to establish a customer
identity data verification process between relying parties. Due to the efficient resource consumption and the
high degree of accessibility and availability of cloud computing, most banks implement their e-KYC system
on the cloud. Essentially, the security and privacy of e-KYC related documents stored in the cloud becomes
the crucial issue. Existing e-KYC platforms generally rely on strong authentication and apply traditional
encryption to support their security and privacy requirement. In this model, the KYC system owner encrypts
the file with their host’s key and uploads it to the cloud. This method induces encryption dependency and
communication and key management overheads.

“Know Your Customer (KYC) Implementation with Smart Contracts on a Privacy-Oriented
Decentralized Architecture”, Nikolaos Kapsoulis

This system state that Enterprise blockchain solutions attempt to solve the crucial matter of user privacy, albeit
that blockchain was initially directed towards full transparency. In the context of Know Your Customer
(KYC) standardization, a decentralized schema that enables user privacy protection on enterprise blockchains
is proposed with two types of developed smart contracts. Through the public KYC smart contract, a user
registers and uploads their KYC information to the exploited IPFS storage, actions interpreted in blockchain
transactions on the permissioned blockchain of Alastria Network. Furthermore, through the public KYC smart
contract, an admin user approves or rejects the validity and expiration date of the initial user’s KYC
documents.

Problem Statement

The current KYC process consists of an exchange of documents between the customer and the financial
institution that intend to work together. The process includes the collection of basic identity information from
all beneficiaries to check for illicit activity and “politically exposed persons. The process also includes risk
management with regard to on boarding new customers, the monitoring of transactions, and specific customer
policies for banks. The process is costly for financial institutions and may expose them to large fines if it is
not conducted in accordance with the existing regulations.

Scope of the Project

In this approach, we build algorithms or programs which will increase the security of our documents and
establish proof of identity for an individual person. It is also a cost-effective method, and the data stored on
the decentralized application provides an additional layer of security.

Goals and Objectives

. To develop a system which has less expenses.

. Design and development of blockchain based application in distributed environment.

. To develop a system which is secure, and user friendly.

. The presented system introduces effectiveness and time efficiency of operations through its schema

simplicity and smart integration of the different technology modules and components.
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Proposed System
Figure 2: KYC using Blockchain
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The user uses the web app and registers by providing your name, email, phone and password. The phone
number is verified via OTP. If the user had previously logged in, can log in by providing registered e-mail
and password at the time of registration. This data is stored in the database. This is a critical step in how

authentication is done to make the user legit and prevent random people/bots sending their data. Security
could be further strengthened using a login/login screen.

Once the user has logged in, s/he will be asked to fill out the KYC form. This form requires the user to fill
his/her name, phone both of which are already filled in by the user and will be retrieved from the database, in
addition to the 10/12-digit PAN & Aadhaar number. Once the user fills the KYC form, this data is temporarily
added into a database on the AWS server and is verified automatically using PAN and Aadhaar APIs.

After the details provided by the user are authenticated, all the data provided by the user in the KYC form is
then added into the Blockchain. The user will be presented a list of banks wherein which he/she simply has
to tap on the list item of that bank. Once the user clicks on submit, the details are stored in a database along
with some user details like name and phone. The data once verified by the automated Aadhaar and PAN APIs
are added to the blockchain.

System Architecture
Flgure 3: System Architecture Diagram
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Implementation Details (Modules)

1. Register and Login: Here we are allowing user to register first to our system which will be a security
protocol used by us.
2. Dataset Creation and Trained: This module is based on machine learning where we create the

dataset for system and trained the system and create model for analyzing the requirement of user.
3. KYC Apply: Here we are applying for KYC tender and submit to the system.

4. Processing: Here we will do the KYC extraction and store it on server.

5. Display: System will the number of banks for selection.

Advantages

1. The entire process is highly cost effective for banks.

2. The process is much smoother for customers as they need to upload their details only once. Once these

details are verified by the concerned authorities for the first time, the use of public and private key of the
banks can be used by those financial institutions for verification of that customer and retrieval of the data of
that customer from the blockchain.

3. The scope of popular KYC methods like eKYC is limited to India, as these methods base their
verification process on the Indian Govt. authorized Aadhar Card. Our solution, however, can be applied
globally without any restrictions.

4. If a customer wants to apply to any other banks, all s/he needs to do is select it from the list of banks
provided in the mobile application. Thus, the entire KYC process can be limited to just one tap, giving the
ultimate convenience to customers.

Applications
1. Banks
2. Finance
3. Organizations
Result
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Conclusion

We have effectively finished project furthermore scholarly through existing framework and writing audit, our
framework KYC carried out in block-chain as brought together KYC has part of issues. Block-binded KYC
has turned into a gift. In addition to this much however it guarantees quick handling, security, no outsider
need and straightforwardness making it all the more simple and helpful to client. The blend of Block-chain
and KYC is going to various advantages to people and data framework.
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