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Abstract

The widespread adoption of online examination systems has brought about significant challenges,
including security vulnerabilities, data integrity issues, and concerns over fairness. Traditional
systems often suffer from risks such as unauthorized access, data tampering, and manipulation of
results, which undermine their trustworthiness. This paper proposes a novel blockchain-based online
examination system that leverages decentralized ledger technology to create a secure, transparent, and
tamper-proof examination environment. The system is designed with two primary modules: a student
module for secure authentication and exam participation, and a teacher module for exam creation,
monitoring, and result analysis. Facial recognition technology is integrated into the student module to
ensure robust identity verification. By employing cryptographic hashing and custom block creation,
the system guarantees data immutability and integrity. The proposed solution addresses the
shortcomings of existing systems and offers a scalable, reliable, and secure platform for educational
institutions.
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I. Introduction:

With the rise of technology in education, many institutions have moved from traditional pen-and-paper
exams to online assessment platforms. These digital systems offer a range of benefits, including
convenience, the ability to reach students in different locations, and improved management of examination
processes. However, the shift to online exams has also introduced several serious concerns. Problems such
as cheating, impersonation, data breaches, and result tampering have raised doubts about the fairness and
security of online examinations [2].

To overcome these issues, advanced technologies are being explored to make the exam process more secure
and trustworthy. One of the most promising technologies in this space is blockchain. Known for its
transparency and unchangeable record-keeping, blockchain can help ensure that exam-related data remains
secure and cannot be altered once it is stored. This greatly reduces the chances of manipulation and enhances
the reliability of online exams [1].

An innovative approach involves combining blockchain with facial recognition to strengthen student
authentication. This ensures that only the right person can access the examination portal. The system also
uses cryptographic hashing to protect the exam data and make it tamper-proof [3]. In addition, platforms
based on Ethereum blockchain and integrated with MetaMask are used to store exam data in a decentralized
manner. Another unique feature includes analyzing students’ facial expressions during the test to provide
suggestions or alerts to instructors, helping them identify when a student might be stressed or confused, and
allowing timely intervention.
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II. Proposed System:

The developed system offers a reliable, scalable, and transparent framework tailored for educational
institutions to confidently conduct online examinations. By integrating blockchain technology with modern
authentication and intelligent automation techniques, it addresses existing challenges in digital assessments
while reinforcing the credibility of online exams. The solution is built to ensure data integrity, prevent
unauthorized access, and improve the overall examination experience for both administrators and students.

To achieve these objectives, the system is divided into two core modules: the student module and the
teacher module. Each module is thoughtfully crafted to address distinct aspects of the examination
lifecycle. The student module incorporates facial recognition to verify identity, allowing only authorized
candidates to access the test. It also monitors facial expressions in real time to detect signs of stress or
confusion and offers supportive recommendations, enhancing the student experience. On the other hand, the
teacher module enables educators to create, manage, and evaluate exams efficiently. All exam-related data is
stored securely on the Ethereum blockchain, with MetaMask integration ensuring secure transactions and
decentralized access.

Student Module:

The student module is designed to ensure secure access and smooth participation in online examinations.
Students begin by logging in using their personal credentials. To verify the authenticity of the user, the
system integrates facial recognition technology powered by the OpenCV library. This verification step
matches real-time facial features with stored biometric data, effectively preventing impersonation and
unauthorized access.

After successful authentication, students can access their assigned examination. Their responses are recorded
in real-time, ensuring precision in data capture. Instead of using custom storage blocks, all exam-related data
is directly stored on the Ethereum blockchain. This approach leverages Ethereum’s decentralized
architecture to ensure transparency and tamper-proof record-keeping. The integrity of stored data is
safeguarded using the Keccak hashing algorithm from the SHA-3 family, which generates a unique digital
signature for each transaction. As a result, any attempt to alter the data becomes easily detectable, ensuring
that student submissions remain secure and unaltered.

Teacher Module:

The teacher module provides educators with a secure and efficient interface to manage the entire lifecycle of
the examination process. Once logged in, teachers can access a dashboard to create exams by defining
questions, setting time constraints, and assigning grading rules.

This module is seamlessly integrated with the Ethereum blockchain, where exam data and results are stored.
By storing this information on the blockchain, the system ensures that results are immutable, transparent,
and verifiable. The use of the Keccak hashing algorithm adds a further layer of security, ensuring that each
exam record is uniquely identifiable and cannot be manipulated. This secure storage mechanism enables
teachers to evaluate student performance with confidence, knowing that the data is genuine and has not been
compromised.

I1I. Implementation Details:
Ethereum Blockchain Integration:
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The core of the system’s security and transparency lies in its integration with the Ethereum blockchain.
Ethereum acts as a public, decentralized ledger, ensuring that all examination-related data—such as exam
questions, submissions, and results—is securely stored across distributed nodes. This decentralized nature
eliminates the risk associated with central points of failure and enhances trust in the system.

Data stored on Ethereum is hashed using the Keccak (SHA-3) algorithm, which ensures that each piece of
information has a unique identifier. Even the slightest modification in the data will generate a completely
different hash, making unauthorized changes immediately detectable. This cryptographic process ensures the
immutability of exam records and reinforces data security.

Facial Recognition Integration:

To support secure student authentication, the system uses the OpenCV library to perform facial recognition.
During the login process, students must complete a facial scan, which is then compared with pre-registered
facial data. Only users with a successful match are granted access to the examination environment. This
process significantly reduces the chances of identity fraud and promotes a secure and fair examination
environment.

Cryptographic Hashing for Data Security

In addition to blockchain-based data storage, the system uses Keccak hashing throughout its operations.
Sensitive information, including login credentials, exam content, and submissions, is hashed before being
processed or stored. The one-way nature of hashing ensures that data cannot be reverse-engineered or altered
without detection, providing an extra layer of protection even in the event of a system breach.

System Architecture and Workflow:

The proposed online examination system adopts a modular and decentralized architectural framework, where
the student and teacher modules function independently while being seamlessly integrated through the
Ethereum blockchain network. This structure not only enhances scalability and flexibility but also fortifies
system security and transparency by eliminating centralized control and distributing data across multiple
nodes.

The examination process begins within the teacher module, where instructors are provided with a feature-
rich dashboard. This interface allows educators to create and manage examinations by defining question sets,
configuring time limits, and establishing grading criteria. Once the examination is configured, all related
data—including exam structure, metadata, and timestamps—is securely hashed using the Keccak algorithm
(SHA-3 family) and deployed onto the Ethereum blockchain. By doing so, the system ensures that the
exam's integrity is maintained and that the data remains immutable from the point of deployment.

Following the publication of the examination, students can access the exam through the student module.
Access is granted only after the successful completion of a facial recognition authentication process, which
is implemented using the OpenCV library.
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Figl: Architecture Diagram

Once authenticated, students gain entry into the exam interface where their responses are captured in real-
time. Each answer submitted by the student is treated as a distinct transaction on the Ethereum blockchain.
These transactions are broadcast to the Ethereum network, where they are validated by multiple nodes using
consensus algorithms. After successful verification, each transaction is grouped into a block, which is then
linked to the previous block through a unique cryptographic hash, thus forming an unbroken and tamper-
resistant chain of exam data.

This blockchain-based data storage approach guarantees that all exam-related interactions are
chronologically recorded, immutable, and transparently verifiable. The timestamped nature of each
transaction ensures that submission times are accurately captured and preserved, eliminating any possibility
of post-exam alterations or disputes.

IV. Result:
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V. Conclusion:

In conclusion, the system automatically computes results based on the predefined criteria established by the
teacher. These results are then hashed and committed to the Ethereum blockchain, making them instantly
accessible for both students and instructors. Since the results are stored on-chain, they are inherently
resistant to tampering or unauthorized modifications. Teachers can retrieve the final outcomes at any time,
confident in the knowledge that the data is accurate, transparent, and cryptographically protected.
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VI. Future Scope:

The proposed system lays the foundation for a secure and transparent online examination framework, yet
there remains considerable potential for further enhancement and innovation. One of the key areas for future
development is performance optimization for large-scale examinations. As the system is adopted by
institutions with thousands of concurrent users, improving transaction throughput, latency, and block
processing speed will be crucial to maintaining seamless user experiences and operational efficiency.
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