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Abstract

In today's data-driven world, organisations face the challenge of managing vast amounts of data
effectively. While essential for data management, traditional data pipelines tend to struggle with
scalability, slow processing, and manual intervention, limiting their efficiency in cloud environment.
To address these challenges, the integration of Artificial Intelligence (Al) into cloud-based data
pipelines presents a promising solution. Al-driven data pipelines automate critical processes such as
resource allocation, anomaly detection, real-time analytics, and error handling thus significantly
improving scalability, cost-efficiency, performance among others. This paper explores the role of Al-
driven data pipelines in cloud environments by exploring its benefits, used cases, emerging trends,
research directions and future challenges.

From the research, potential advantages of integrating Al into data pipelines include; automation,
real-time data processing and analytics, intelligent resource allocation and monitoring security
breaches. To realise these advantages, critical components of Al data pipelines are needed; data
ingestion, data processing and transformation, machine learning model integration, data storage and
retrieval, monitoring and optimisation. By examining key used cases in e-commerce, healthcare, and
finance, the paper demonstrated how Al-driven data pipelines enhances decision-making, operational
efficiency and unlocked new opportunities. Some of the emerging trends in Al data pipelines pertains
to shift toward autonomous data pipelines, growing demand for real-time analytics, integration with
edge computing and Al and shift towards serverless computing and Function-as-a-Service (FaaS)
architectures. Despite the advantages, key challenges such as data privacy and security, data
integration and standardisation, model bias and complexity of model deployment and maintenance
remain.
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1. INTRODUCTION

In today’s rapidly changing digital landscape, businesses and organisations generate massive amounts of
data at unprecedented scales. However, simply collecting these data is insufficient and organisations should
efficiently process, analyse and generate meaningful insights from the data (Medium, 2025). Data pipelines
which refers to systems that automate the collection, movement and transformation of data from various
sources to destinations have become the backbone of data management infrastructures for organisations
(Bhatia, 2024). However, Pentyala (2020) argued that traditional data pipelines tend to struggle with issues
such as flexibility, scalability, slow processing and manual intervention among others. To address these
challenges, cloud environments which offers vast computational power, scalability and flexibility have been
effective in addressing these challenges (Bhatia, 2024). Cloud platforms such as Microsoft Azure, Amazon
Web Services (AWS) or Google Cloud Platform (GCP) provides the necessary infrastructure to scale
resources dynamically in the data pipeline demands. However, even with the cloud environments, Sresth et
al. (2023) observed that traditional data pipelines still face inefficiencies such as slow processing times, high
operational costs and difficulties in managing large streams of data.
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In addressing these shortcomings, Al driven data pipelines have been put forward as a viable solution in that
it automates data processing tasks, allocates resources intelligently and continuously optimises data flows
(Futransolutions, 2025). By integrating Al algorithms into cloud-based pipelines, business organisations can
automate complex processes like anomaly detection, predictive data processing, and real-time analytics.
This integration promises significant improvements in both performance and cost-efficiency, thus offering
more adaptive and intelligent approach to managing data workflows.
To this end, this paper investigates the integration of Al in cloud-based data pipelines by focusing on the
following specific objectives;

i) Examining the role of Al in improving cloud data pipeline performance, scalability, and cost-

efficiency;

i) Evaluating Al-driven automation in eliminating manual configuration, error handling and resource
management;

iii) Analysing the impact of Al-driven data pipelines on real-time data processing, cost predictive
analytics and data integrity;

iv) ldentifying the future challenges, trends and research directions for the continued integration of Al in
cloud-based data pipelines.

2. Problem statement: challenges in traditional data pipelines

Despite the growing adoption of cloud environments for data management, traditional data pipelines still
face several key challenges especially when handling large scale, diverse and high velocity data streams. For
instance, Chundru and Maroju (2024) pointed out that traditional pipelines tend to lack the ability to
dynamically scale in response to fluctuating workloads. When processing large data sets in real-time, these
data pipelines can suffer crashes or delays as a result of over reliance on pre-configured resources that may
not adapt to changing data speeds and volumes. By leveraging on cloud platforms, some of these challenges
can be addressed through scalable infrastructure (Horner, 2023). However, the scaling process can be
cumbersome especially without intervention from Al. When Al is lacking, systems have to predict when to
scale-up resources, sometimes underestimating or overestimating demand. This can lead to performance
degradation or unnecessary costs. Another major challenge with traditional data pipelines is that it often
requires continuous monitoring and manual interventions for error handling, optimization and maintenance
services (Rajesh &Baghela, 2025). Given that business requirements change and data sources evolve, IT
teams must reconfigure the pipelines to accommodate these shifts.

In addition to the above, Rajesh and Baghela (2025) highlighted that cloud environments handle wide
variety of data types such as structured, unstructured, and semi-structured data. Ensuring consistent data
quality across these diverse sources is a major challenge for traditional pipelines. More worrying, Sun
(2019) contend that data privacy and security is a key challenge in cloud environments where data flows
between several systems and across borders. Consistent with the views of Sun (2019),Cambronero et al.
(2024) found that traditional pipelines often struggle to ensure end-to-end encryption, data anonymization,
and compliance with data protection regulations such as the European GDPR. Moreover, traditional data
pipelines in cloud environments are deemed to be expensive as they are billed on pay-per-use basis which
means that inefficient use of the resources can lead to high operational costs (Horner, 2023).
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Figure 1: Challenges with traditional data pipelines (Horner, 2023)

3.0 PROPOSED SOLUTION: Al INTEGRATION IN DATA PIPELINE

3.1 Al data pipeline and potential advantages

By definition, Al data pipeline is an automated workflow that is designed for collecting, processing and
transforming raw data into structured formats that can be processed by Al algorithms and machine learning
(Gubitosa, 2025). Unlike traditional data pipelines which concentrate on extract, transform and load
processes, Al data pipelines have more complex layers which incorporate machine learning model training,
deployment and continuous learning. For business organisations that are aiming to execute Al at large scale,
Al data pipelines are the way forward (Gubitosa, 2025).

Extant studies indicate that integration of Al in data pipelines present a number of potential advantages. For
instance, Prado et al. (2020) showed that Al models can dramatically improve the automation of data
pipelines through integration of machine learning algorithms for decision-making. Through continuous
learning, Al models can optimize tasks like data routing, task scheduling, error correction, and resource
scaling. Importantly, these systems can detect and resolve issues without manual intervention resulting in a
more resilient, efficient, and cost-effective data pipeline.

Apart from automation, Abbas and Eldred (2025) indicated that Al models plays crucial role in real-time
data processing and predictive analytics. In cloud environments, processing data in real-time is essential for
applications focussed on fraud detection, predictive maintenance or dynamic pricing. In predictive analytics,
Agarwal (2024) observed that Al models can enable real-time analytics by continuously processing
incoming data, adjusting processing workflows on-the-fly based on observed patterns. Importantly, machine
learning models can predict future data behaviours and enable the data pipeline to proactively react to
changes thus improving decision-making accuracy. Another potential benefit of Al model integration in data
pipeline relates to intelligent resource allocation. A study by Rajesh and Baghela (2024) found that Al can
optimize cloud resources based on data volumes, complexity and processing needs. While echoing the views
of Rajesh and Baghela (2024), Kumar et al. (2024) opined that Al models can predict peak data loads and
allocate additional cloud resources ahead of time. This ensures that the pipeline can scale seamlessly and
efficiently without human intervention. At the same time, Al algorithms can deallocate resources during
periods of low activity thereby reducing costs for organisations.

More important, Naeem and Ahmad (2024) emphasize that integration of Al models in data pipelines can
help in continuously monitoring security breaches in real-time by adopting encryption or other data
protection measures as needed. This position is reiterated by Wasif (2024) who noted that Al-enhanced
threat detection can identify potential vulnerabilities and automated compliance tools can ensure that data
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driven pipelines are summarised in table 1 and figure 2 below.

Feature

Traditional Pipelines

Al-Driven Pipelines

Processing Speed

Batch-based, delayed

Real-time, automated

Scalability

Manual tuning
required

Self-optimizing, dynamic

Error Handling

Reactive
troubleshooting

Predictive, self-healing

Resource Efficiency

High manual effort

70% automated workload optimization

Security &

Standard protocols

Al-driven anomaly detection &

Compliance governance

Table 1: potential advantages: Al driven vs traditional data pipelines (Funtran Solutions, 2025).

Benefits of
Data Pipeline
Automation

Figure 2: advantages of Al-driven data pipelines (Tremblay, 2024)
3.2 Key components of Al models for data Pipeline

To realise the potential advantages discussed above, critical components of Al data pipelines are needed; data
ingestion, data processing and transformation, machine learning model integration, data storage and retrieval,
monitoring and optimisation (Gubitosa, 2025). Looking at data ingestion, it involves ingesting raw data from
various sources like databases, 10T devices, APIs or third-party applications in a way that maintains data
integrity and usability for downstream processes (Vajpayee, 2023). Once ingested, the raw data is processed
by cleaning and transformed into a format suitable for analysis (Bhatia, 2024). During machine learning
model integration, Al pipelines apply the algorithms to the processed data to generate predictions, and
relevant insights. As for the data storage and retrieval, Ge (2022) noted that Al data pipelines store raw and
processed data to support continuous learning and data exploration. The monitoring phase focusses on
tracking the performance of Al models based on metrics like model accuracy, data latency and resource
consumption. However, optimising the data pipelines should ensure the Al models runs efficiently, scales
with increasing data volumes and adapts to changing business needs (Gubitosa, 2025). Figure 3 below shows
Al data pipeline framework.
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Figure 3: Al data pipeline framework (Berre et al., 2022)

4. USED CASES OF AI-DRIVEN DATA PIPELINES IN CLOUD ENVIRONMENTS

As big data continues to grow, data management becomes an ever-increasing priority. A number of case
studies demonstrates how Al-driven pipelines in cloud can unlock new opportunities and improve efficiency
for businesses and industries. In ecommerce platforms, Al-driven data pipelines within cloud environments
contribute to personalised product recommendations, dynamic pricing or inventory management
(Kundavaram, 2024). A notable example is Amazon’s real-time cloud data pipelines which analyses
customer behaviour and transaction history to personalise product suggestions and tailor shopping
experiences (Propser, 2021). However, ethical concerns may arise when Al-driven data pipelines present
bias in recommendation engines which reinforces filter bubbles and limits consumer choices. Another
successful case of Al in ecommerce pipelines is the Uber and Lift’s Al-powered surge pricing model which
uses real-time Al data pipelines to adjust ride fares dynamically based on demand, competitor pricing and
market demands (George, 2024). However, Uber’s surge pricing model raises ethical concerns when the
pricing algorithms start exploiting consumer behaviour. These case studies shows that Al-driven data
pipelines helps in collecting and processing large datasets that drive efficiency and intelligent decision
making for businesses.

In the health sector, Al-driven data pipelines in cloud have been used in automating diagnosis, streamlining
data integration, personalise medicine and enhance research. A notable case is presented by IBM’s imaging
Al Orchestrator which utilises cloud based Al pipelines to analyse radiology images faster and detect early
signs of diseases such as cancer (IBM, 2021). Also, Apple’s Al-powered health data pipelines collects and
analyses real-time heart rate data from IoT enabled wearables to predict atrial fibrillation (Sabry et al.,
2022). Despite these potential advantages, challenges remain as strict data privacy regulations such asthe
Health Insurance Portability and Accountability Act (HIPAA) in the US require Al pipelines to anonymise
sensitive medical data (van Ooijen et al., 2022). In the finance industry, Al-driven data pipelines play
crucial role in fraud detection, algorithmic trading and real-time risk assessment. According to Tayyab et al.
(2025), JP Morgan Chase bank leverages on Al-enhanced fraud detection models powered by cloud data
pipelines to process transactional data and identify anomalies. This real-time detection capability has
significantly reduced fraud, saved money, and enhanced customer trust. Al data pipelines in banking can be
as shown below;
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Figure Al data pipelines in banking (Leeway Hertz, 2025)

5.0 IMPACT ANALYSIS: EFFICIENCY METRICS AND COMPARATIVE EVALUATIONS

The impact of Al-driven data pipelines can be assessed based on;

Processing Speed and Latency; Al-driven data pipelines can process data in real-time or near-real-
time, significantly reducing latency compared to traditional pipelines which requires batch
processing or manual intervention (Abbas & Eldred, 2025)

Scalability; Al-powered pipelines scale more efficiently in response to growing data demands
(Horner, 2023). Through cloud-based elasticity, Al pipelines dynamically allocate resources based
on workload unlike traditional pipelines that might require manual scaling

Cost Efficiency; Al-driven pipelines optimize resource allocation through automated data
management and dynamic scaling thus reducing operational costs compared to traditional pipelines
which rely on static resource provisioning (Abbas & Eldred, 2025)

Energy Efficiency; Al-driven systems utilise cloud-based infrastructure that can adjust energy usage
based on demand, leading to lower energy consumption compared to traditional data pipelines which
consume a lot of energy (Pires, 2022).

Automation; Al-driven data pipelines can automate tasks such as data cleaning and transformation
thus reducing the need for manual intervention and improving efficiency (Prado et al., 2020). On the
other hand, traditional data pipelines often require constant manual adjustments and oversight to
maintain optimal performance.
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Comparative Evaluation: Al-Driven vs. Traditional Data Pipelines

\Melric HAI-Driven Data Pipelines ||Traditiona| Data Pipelines
Processing Real-time data processing with low||Often  batch  processing, highel
Speed latency latency

- Highly elastic; scales automaticallyManual scaling or limited to pre-
STEIILE with demand configured resources
Cost Efficienc Dynamic  resource  allocation;||Often higher operational costs due to

¥ optimized compute usage fixed resources
Accuracy of|Machine leaming models improve((Insights are generally rule-based, less
Insights predictions and data quality adaptive
Automation Automates  data cleaning [Requires  manual intervention fo
transformation, and analysis maintenance and updates

Energy Cloud-based, energy-efficient| Typically uses fixed, on-premise
Efficiency scaling infrastructure, leading to inefficiency
Real-time Designed for continuous(|Often requires data preprocessing
Analytics monitoring and insights before analysis

Can process unstructured data
(images, text)

Self-optimizing and easy toHigh overhead in managing and
maintain through Al automation  (|updating pipelines

Data Handling Primarily processes structured data

Maintenance

Table 2: Adapted from Horner (2023), Abbas and Eldred (2025), Pires (2022), Prado et al. (2020)
SCOPE AND CHALLENGES OF AI-DRIVEN DATA PIPELINES IN CLOUD ENVIRONMENTS

6.1 FUTURE TRENDS AND RESEARCH DIRECTIONS

A key trend is the shift toward autonomous data pipelines which leverages Al and machine learning to
manage the entire data lifecycle without human intervention (Behera &Chilukoori, 2025). Self-healing
systems could automatically detect anomalies, resolve issues, and optimize performance in real time.
Another important trend is the growing demand for real-time analytics particularly in industries like finance,
healthcare, and e-commerce, where instant decision-making is crucial (Agarwal, 2024). Al-driven data
pipelines will become better at providing predictive insights by analysing historical and streaming data in
real-time. Further, the integration with edge computing and Al will increasingly work together to process
data closer to the source thus enabling faster processing and reducing latency (Zhou et al., 2024). As loT
devices generate massive amounts of data, Al-driven data pipelines in the cloud will incorporate edge
computing to filter and pre-process data locally before sending it to the cloud for further analysis. Lannurien
et al. (2023) adds that the future of cloud-based Al pipelines will likely lean towards serverless computing
and Function-as-a-Service (FaaS) architectures. These models will allow businesses to run Al models in the
cloud without managing infrastructure, optimizing resource consumption, and reducing overhead costs.

In the views of Rajesh &Baghela (2025), emerging research directions should focus on optimization of Al-
driven data pipelines which includes developing algorithms for better resource allocation, improved model
training, and enhanced data processing to reduce costs and increase efficiency. As privacy concerns
continue to grow, Chen et al. (2025) noted that federated learning is gaining attention as a technique for
training Al models on distributed data sources without sharing raw data. Future researchers should focus on
integrating federated learning into cloud-based data pipelines to improve privacy and security. Given that
Al-driven data pipelines are becoming more integral to business operations, the need for robust Al
governance frameworks will increase (Nookala, 2024). Future researchers should focus on creating ethical
guidelines and regulatory frameworks for Al decision-making and ensuring compliance with privacy laws.
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6.2 Challenges

e Data Privacy and Security: The integration of Al into data pipelines raises significant privacy and
security concerns with the growing amount of sensitive data being processed (Neem & Ahmad,
2024)

e Data Integration and Standardization: Al-driven data pipelines require seamless integration of
multiple data sources, some of which may be in different formats (Bonnefoy et al., 2024). Data
standardization remains a complex issue when integrating unstructured data (text, images, and video)
into structured systems.

e Model Bias and Fairness: Al models are susceptible to biases in training data which results in unfair
or inaccurate predictions (Pagano et al., 2023). Industries like finance and healthcare may suffer
ethical and legal consequences due to biased Al models.

e Complexity of Model Deployment and Maintenance: The deployment and continuous maintenance of
Al models within cloud environments require specialized expertise as models must be retrained,
tested, and updated regularly (Pagano et al., 2023).

7.0 CONCLUSION

Al-driven data pipelines are transforming the way business organisations manage and process data in cloud
environments. By automating complex tasks, efficiently allocating resources, anomaly detection, and real-
time analytics, Al enhances the scalability, performance, and cost-efficiency of data pipelines. Existing
research shows that integrating Al into data pipelines offers potential advantages that include automation,
real-time data processing and analytics, intelligent resource allocation and monitoring security breaches.
Industries such as e-commerce, healthcare, and finance have already witnessed substantial improvements
through the use of Al-driven pipelines, which enable faster decision-making and more intelligent data
management. Some of the emerging trends in Al data pipelines pertains to shift toward autonomous data
pipelines, growing demand for real-time analytics, integration with edge computing and Al and shift
towards serverless computing. However, significant challenges remain such as data privacy concerns, model
bias, and complexity of deploying and maintaining Al models. Moving forward, Al-driven data pipelines
will play a crucial role in enhancing business decision-making, operational efficiency and performance.

References

[1] A. Vajpayee, “The Role of Machine Learning in Automated Data Pipelines and Warehousing:
Enhancing Data Integration, Transformation, and Analytics,” ESP Journal of Engineering & Technology
Advancements, vol. 3, no. 3, pp. 84-96, 2023.

[2] A. J., Berre, A., Tsalgatidou, C., Francalanci, T. Ivanov, T., Pariente-Lobo, R., Ruiz-Saiz, ... &M.
Grobelnik, “Big data and Al pipeline framework: Technology analysis from a benchmarking
perspective’, Technologies and applications for big data value, pp. 63-88, 2022.

[3] A.S. George, “Gig Economy 2.0: Examining How Smart Technologies Could Revolutionize On-
Demand Work”, Partners Universal Innovative Research Publication, vol. 2, no. 4, pp. 29-49, 2024.

[4] B. Gubitosa, “Al Data Pipeline: A comprehensive guide” https://rivery.io/data-learning-center/ai-data-
pipeline/(Accessed: 20" March 2025)

[5] C. Chen, J. Liu, H. Tan, X. Li, K.LK. Wang, P. Li,... and D. Dou, “Trustworthy federated learning:
Privacy, security, and beyond,” Knowledge and Information Systems, vol. 67, no. 3, pp. 2321-2356,
2025.

[6] D.K. Pentyala, “Enhancing the Reliability of Data Pipelines in Cloud Infrastructures Through AI-Driven
Solutions,” Research and Analysis Journal, vol. 3, no. 12, pp 349-364, 2020.

IJIRMPS2502232442 Website: www.ijirmps.org Email: editor@ijirmps.org 8



https://www.ijirmps.org/
https://rivery.io/data-learning-center/ai-data-pipeline/
https://rivery.io/data-learning-center/ai-data-pipeline/

Volume 13 Issue 2 @ March - April 2025 IJIRMPS | ISSN: 2349-7300

[7] F. Sabry, T. Eltaras, Labda, K. Alzoubi and Q. Malluhi, “Machine learning for healthcare wearable
devices: the big picture,” Journal of Healthcare Engineering, 2022(1), 4653923, 2022.

[8] Fultran Solutions. “Al-Driven Data Pipelines: The Future of Scalable and Automated Data Processing.”
https://medium.com/@futransolutions01/ai-driven-data-pipelines-the-future-of-scalable-and-automated-
data-processing-13a989dfe83a(Accessed: 20" March 2025)

[9] G. Agarwal, “Robust Data Pipelines for Al Workloads: Architectures, Challenges, and Future
Directions,” International Journal of Advanced Research in Science, Communication and Technology,
vol. 5, no. 2, pp. 622-632, 2024.

[10] G. Nookala, “Adaptive Data Governance Frameworks for Data-Driven Digital
Transformations,” Journal of Computational Innovation, vol. 4, no. 1, 2024.

[11] IBM. “What is a data pipeline?” https://www.ibm.com/think/topics/data-pipeline

[12] IBM. “IBM Watson Health Introduces New Opportunities for Imaging Al Adoption.”
https://newsroom.ibm.com/2021-11-30-IBM-Watson-Health-Introduces-New-Opportunities-for-
Imaging-Al-Adoption, 2024. (Accesed 19th March 2025)

[13] J. Prosper, “Real-Time Data Processing in Sales Pipelines: Challenges and Best Practices.”
https://www.researchgate.net/profile/James-Prosper-2/publication/389516199 (Accesed 19th March
2025)

[14] Leeway Hertz. Al in banking and finance: Use cases, applications, Al agents, solutions and
implementation.” https://www.leewayhertz.com/ai-use-cases-in-banking-and-finance/ (Accesssed: 26™
March 2025)

[15] L. Behera, and V.V.R. Chilukoori, “Automation in Data Engineering: Challenges and Opportunities in
Building Smart Pipelines,” ESP Journal of Engineering & Technology Advancements, vol. 3, no. 1, pp.
64-73, 2025

[16] Medium. “Al-Driven Data Pipelines: The Future of Scalable and Automated Data Processing.”
https://medium.com/@futransolutions01/ai-driven-data-pipelines-the-future-of-scalable-and-automated-
data-processing-13a989dfe83a (Accessed: 20" March 2025)

[17] M.D. Prado, J. Su, R. Saeed, L. Keller, N. Vallez, A. Anderson,... and N. Pazos, “Bonseyes ai
pipeline—Dbringing ai to you: End-to-end integration of data, algorithms, and deployment tools,” ACM
Transactions on Internet of Things, vol. 1, no.4, pp. 1-25, 2020.

[18] M.E, Cambronero, M.A. Martinez, L. Llana, R.J. Rodriguez, and A. Russo, “Towards a GDPR-
compliant cloud architecture with data privacy controlled through sticky policies,” PeerJ Computer
Science, vol. 10, pp. 1898-1912, 2024.

[19] M. Horner. “Traditional Data Pipelines vs Modern Data Flows.” https://medium.com/data-
empowerment-with-timextender/traditional-data-pipelines-vs-modern-data-flows-
19996324291a#:~:text=Traditional%20data%20pipelines%2C%200nce%20the, than%?20traditional %20s
ystems%20can%20offer (Accessed: 20" March 2025)

[20] M. Tayyab, K. Hameed, M. Mumtaz, S.M.M. Muzammal, P. Mahadevappa, and A. Sunbalin, “Al-
Powered Threat Detection in Business Environments: Strategies and Best Practices,” Generative Al for
Web Engineering Models, pp. 379-436, 2025.

[21] M.F. Pires, “Al-Driven Data Preparation: Optimizing Machine Learning Pipelines through Automated
Data Pre-processing Techniques,” International Journal of Digital Innovation, vol. 3, no. 1, 2022.

[22] N. Wasif. “Enhancing Cloud Security with AI-Driven Data Pipelines for Robust Infrastructure

Protection: A Guide to Meeting HIPAA, IAM, and SOX Compliance.”
https://www.researchgate.net/profile/Nadeem-Wasif/publication/385552450 (Accesed 19th March 2025)

IJIRMPS2502232442 Website: www.ijirmps.org Email: editor@ijirmps.org 9



https://www.ijirmps.org/
https://medium.com/@futransolutions01/ai-driven-data-pipelines-the-future-of-scalable-and-automated-data-processing-13a989dfe83a
https://medium.com/@futransolutions01/ai-driven-data-pipelines-the-future-of-scalable-and-automated-data-processing-13a989dfe83a
https://www.ibm.com/think/topics/data-pipeline
https://medium.com/@futransolutions01/ai-driven-data-pipelines-the-future-of-scalable-and-automated-data-processing-13a989dfe83
https://medium.com/@futransolutions01/ai-driven-data-pipelines-the-future-of-scalable-and-automated-data-processing-13a989dfe83
https://medium.com/data-empowerment-with-timextender/traditional-data-pipelines-vs-modern-data-flows-f9996324291a#:~:text=Traditional%20data%20pipelines%2C%20once%20the,than%20traditional%20systems%20can%20offer
https://medium.com/data-empowerment-with-timextender/traditional-data-pipelines-vs-modern-data-flows-f9996324291a#:~:text=Traditional%20data%20pipelines%2C%20once%20the,than%20traditional%20systems%20can%20offer
https://medium.com/data-empowerment-with-timextender/traditional-data-pipelines-vs-modern-data-flows-f9996324291a#:~:text=Traditional%20data%20pipelines%2C%20once%20the,than%20traditional%20systems%20can%20offer
https://medium.com/data-empowerment-with-timextender/traditional-data-pipelines-vs-modern-data-flows-f9996324291a#:~:text=Traditional%20data%20pipelines%2C%20once%20the,than%20traditional%20systems%20can%20offer

Volume 13 Issue 2 @ March - April 2025 IJIRMPS | ISSN: 2349-7300

[23] P.J. Sun, “Privacy protection and data security in cloud computing: a survey, challenges, and
solutions,” leee Access, vol. 7, pp. 147420-147452, 20109.

[24] P.M. van Ooijen, E. Darzidehkalani, and A. Dekker, “Ai technical considerations: Data storage, cloud
usage and ai pipeline,” arXiv preprint arXiv:2201.08356, 2022

[25] P.Y. Bonnefoy, E. Chaize, R. Mansuy and M. Tazi, The Definitive Guide to Data Integration: Unlock
the power of data integration to efficiently manage, transform, and analyze data. Packt Publishing Ltd.

[26] R. Bhatia. “Data Pipelines in the Cloud: Azure, AWS & GCP”
https://medium.com/@rocky.bhatia86/introduction-85cddee78e14 (Accessed: 201" March 2025)

[27] R. Kumar, N. Thakur, A. Saeed and C. Jaiswal, “Enhancing Data Analytics Using AI-Driven
Approaches in Cloud Computing Environments,” Scientific & Academic Publishing, vol. 11, no. 2, pp.
11-18, 2024.

[28] S, Chundru and P.K Maroju, “Architecting Scalable Data Pipelines for Big Data: A Data Engineering
Perspective,” International Journal of Intelligent Systems and Applications in Engineering, vol. 12, no.
23, pp. 1855-1870, 2024.

[29] S.C. Rajesh and V.S. Baghela, “Enhancing cloud migration efficiency with automated data pipelines
and Al-driven insights,” international journal of innovative science and research technology, Vol. 9, no.
11, pp. 3670-3690, 2025.

[30] S. Zhou, J. Sun, K. Xu and G. Wang, “Al-Driven Data Processing and Decision Optimization in loT
through Edge Computing and Cloud Architecture,” Journal of Al-Powered Medical Innovations
(International online ISSN 3078-1930), vol. 2, no. 1, 64-92, 2024.

[31] T. Abbas, and A. Eldred, “Al-powered stream processing: Bridging real-time data pipelines with
advanced machine learning techniques,” ResearchGate Journal of Al & Cloud Analytics, vol. 3, no. 2,
2025.

[32] T.P.Pagano, R.B. Loureiro, F.V. Lisboa, R.M. Peixoto, G.A. Guimaraes, G.O. Cruz, ... and E.G.
Nascimento, “Bias and unfairness in machine learning models: a systematic review on datasets, tools,
fairness metrics, and identification and mitigation methods,” Big data and cognitive computing, vol. 7,
no. 1, 15, 2023.

[33] T. Tremblay, “Data Pipeline Automation: Classification, Benefits, and How to Create It.”
https://www.kohezion.com/blog/data-pipeline-automation (Accessed: 26" March 2025)

[34] U, Naeem and N. Ahmad, “The Convergence of Al and Data Pipelines: Transforming Cyber Security
and Cloud Security with Intelligent Infrastructure Protection.”
https://www.researchgate.net/profile/Nisar-Ahmad-63/publication/385553079(Accesed 19th March
2025).

[35] V. Lannurien, L. D’orazio, O. Barais and J. Boukhobza, “Serverless cloud computing: State of the art
and challenges,” Serverless Computing: Principles and Paradigms, pp. 275-316, 2023.

[36] V. Sresth, S.P. Navagavalli and S.Tiwari, “Optimizing Data Pipelines in Advanced Cloud Computing:
Innovative Approaches to Large-Scale Data Processing, Analytics, and Real-Time Optimization”
International Journal Of Research And Analytical Reviews, vol. 10, pp. 478-496, 2023.

[37] V.N.K, Kundavaram, “Optimizing Data Pipelines for Generative Al Workflows: Challenges and Best
Practices,” IJSAT-International Journal on Science and Technology, vol. 16, no. 1, 2024.

[38] Z. Ge, “Attificial Intelligence and Machine Learning in Data Management,” The future and fintech:
abcdi and beyond, pp. 281-310, 2022.

IJIRMPS2502232442 Website: www.ijirmps.org Email: editor@ijirmps.org 10



https://www.ijirmps.org/
https://medium.com/@rocky.bhatia86/introduction-85cddee78e14
https://www.researchgate.net/profile/Nisar-Ahmad-63/publication/385553079

