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Abstract: 

 In the era of agentic artificial intelligence (AI), where large language models (LLMs) and autonomous agents 

invoke external tools and services through protocols such as the Model Context Protocol (MCP), the need for 

robust and rigorous security architectures is paramount. Conventional perimeter-based defenses are 

increasingly inadequate in these dynamic, distributed, and interconnected environments. This paper 

investigates the application of Zero-Trust Architecture (ZTA) principles to MCP server communications. We 

first analyze the threat surface introduced by MCP communications—the client-server interactions, tool 

invocations, context leakage, and lateral movement risks. We then propose a structured zero-trust framework 

tailored to the MCP ecosystem, encompassing identity and device verification, mutual authentication, micro-

segmentation, dynamic policy enforcement, continuous monitoring, and breach containment. We provide a 

detailed architectural description, pseudo-code for policy evaluation, and complexity/scalability analysis. We 

also discuss deployment considerations in enterprise and cloud-native contexts.   

Our contribution is three-fold:   

(1) We bridge the gap between emerging AI agent-to-tool protocols (specifically MCP) and zero-trust security 

foundations.  

(2) We propose a formalised zero-trust framework for MCP communications.  

(3) We present an evaluative discussion of performance, scalability, strengths, and limitations. We conclude 

that zero-trust frameworks can significantly reduce risk in MCP deployments with manageable overhead, but 

real-world implementation requires rigorous identity, telemetry, and policy-management infrastructure.  

  

Keywords: Zero Trust Architecture, Model Context Protocol, Agent-to-Tool Communication, Micro-

segmentation, Mutual Authentication, Continuous Monitoring.  

  

1.INTRODUCTION  

The increasing prevalence of artificial intelligence (AI) agents that interact autonomously with external tools, 

services, and datasets has given rise to new communication paradigms. One important such paradigm is the 

Model Context Protocol (MCP) which standardizes the client-server interaction between an AI host (agent) 

and external tool or data servers [4][6]. In such settings, an agent may dynamically discover, invoke, or 

orchestrate external tools via MCP servers, thereby increasing flexibility and utility of AI systems. However, 

this capability also introduces a significantly enlarged attack surface: the chain of agent → MCP server → 

tool/data backend can be exploited via tool-poisoning, prompt or context injection, server impersonation, 

lateral movement, exfiltration, and privilege escalation [10].  

 

Traditional network security models rely on trust zones (internal vs external) and network perimeters; but in 

zero-trust parlance, no device, identity, or session is inherently trusted [5]. Indeed, the foundational NIST 

guidance on Zero Trust Architecture (ZTA) states that trust must be assumed compromised, and every access 

request must be explicitly verified [5][7]. While ZTA has been widely discussed in enterprise networks, cloud 

computing, and microservices architectures [0][9][13], its specialized application to MCP-mediated agent-to-

tool interactions remains under-explored.  

 

This paper addresses that gap by presenting a zero-trust security framework specifically tailored to MCP 

server communications.   
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The key contributions are:  

▪ A threat-modelling exercise for MCP server communications embedding agent-tool interactions.  

▪ A detailed architectural framework that maps ZTA principles to MCP environments, including 

identity/posture verification, mutual authentication, micro-segmentation, dynamic policy 

enforcement, telemetry and anomaly detection.  

▪ A complexity and scalability analysis, along with a discussion of deployment issues and limitations.  

 

The remainder of the paper is organized as follows:   

▪ Section 2 reviews relevant background and related work on ZTA and MCP security.   

▪ Section 3 outlines our proposed methodology and architecture.   

▪ Section 4 discusses strengths, limitations, failure modes, and deployment considerations.  

▪  Section 5 outlines future work open challenges.   

▪ Section 6 concludes   

 
2.BACKGROUND AND RELATED WORK  

2.1 Zero Trust Architecture (ZTA)  

Zero Trust Architecture is a security paradigm that rejects the notion of a trusted internal network segment 

and assumes that every actor, device, or network segment may be compromised [5]. The core tenets of ZTA 

can be summarized as:  

▪  assume breach  

▪  verify explicitly  

▪  use least-privilege access and   

▪  inspect and log all traffic [5]  
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ZTA moves the security focus from network location to identity, context, and continuous validation. A 

systematic survey of ZTA research from 2016 to 2025 describes these principles and their enabling 

technologies (for example identity management, micro-segmentation, continuous analytics) [0][1][9]. In 

cloud and multi-tenant networks, micro-segmentation (partitioning workloads into smaller, isolated zones) 

has been demonstrated as a core method to inhibit lateral movement [1][9].  

  

Despite broad interest, recent work has emphasized that implementation of ZTA remains challenging due to 

legacy systems, fragmented identity management, policy complexity, and toolchain integration [2]. For 

example, Fernandez et al. (2024) provides a critical analysis of ZTA that highlights “trust evaluation” and 

“dynamic policy enforcement” as major open issues [11].  

  

2.2 Model Context Protocol (MCP) and Security Risks  

The Model Context Protocol (MCP) is an emerging open-standard protocol (introduced by Anthropic in late 

2024) designed to allow AI models and agents to connect to external data sources and tools in a unified way 

[3][22]. MCP servers expose tools and data that agents may invoke; the agent acts as an MCP client, 

communicating via a standardized interface [6]. The protocol simplifies integration and enables flexible 

workflows, but it also creates new trust dependencies. For instance, a malicious or mis-configured MCP server 

may feed tainted context into an agent, enabling downstream tool misuse or data exfiltration [10][8][12]. A 

recent proof-of-concept (“Trivial Trojans”) demonstrates how minimal MCP server implementations can 

enable cross-tool exfiltration by exploiting implicit trust relationships between agents and tools .  

Thus, MCP communications inherit many of the dynamic, agentic, and externalised characteristics of modern 

AI infrastructure—making traditional static trust models inadequate. What is needed is a framework that treats 

each invocation from agent → MCP server → tool as an access request that must be verified, governed, 

and monitored—precisely the domain of ZTA.  

 

2.3 Related Work at the Intersection  

While ZTA has been applied to microservices, cloud native networks, and edge computing [13], the literature 

applying ZTA to agent-tool protocols such as MCP is currently sparse. Standard security guidance for MCP 

deployments emphasizes access controls and sandboxing but lacks a full formal framework aligning with 

ZTA tenets [12][7]. This paper builds this gap by formalizing how ZTA components map to MCP 

environments and by offering an architecture suited for rigorous security-sensitive deployments.  

  

3. METHODOLOGY / PROPOSED APPROACH  

3.1 Threat Model for MCP Server Communications  

We consider a deployment scenario in which one or more AI agents (hosts) communicate with MCP servers. 

Each MCP server exposes one or more tools (functions, data access endpoints) to the agents. The agent may 

execute a chain of tool invocations, potentially on behalf of a human user, and may receive results. The system 

is distributed, potentially multi-tenant, and may include cloud, on-premises, and edge components.  

 

Adversary capabilities:  

▪ External attacker intercepts communications, impersonates a server, or injects a malicious agent.  

▪ Malicious insider or developer introduces a compromised MCP server, or mis-configures tool-exposure 

policies.  

▪ Supply-chain adversary a third-party MCP server offering appears to benign but hosts Trojan tools.  

▪ Compromised agent an agent host is compromised and issues unauthorized tool calls or exfiltrates data.  

▪ Threat vectors include tool-poisoning, context injection (e.g., malicious prompt/metadata), lateral 

movement (compromised MCP server used to access other servers), server impersonation or man-in-the-

middle (MITM), privilege escalation via overly broad tool exposure. The threat model aligns with the 

“assume breach” mindset of ZTA.  

 

3.2 Zero-Trust Framework for MCP Server Communications  

We propose a structured framework that consists of six interlocking components:   

• Identity & Device Verification  
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• Mutual Authentication & Secure Channel  

• Micro-Segmentation & Network Zoning  

• Dynamic Access Control & Policy Enforcement  

• Continuous Monitoring & Telemetry  

• Breach Containment & Audit  

 

3.2.1 Identity & Device Verification  

Every agent (client) and every MCP server instance must carry a unique identity credential (e.g., x.509 

certificate, token bound to a hardware identity). Device posture (runtime environment, image hash, patch 

level) is assessed.   

Example pseudo-code:  

function verify_peer(peerCert, peerDeviceInfo):  

    if not validate_certificate(peerCert):  

        return REJECT  

    if not check_device_posture(peerDeviceInfo):  

        return REJECT  

    return ACCEPT  

  

This ensures that only known identities on known-good devices may participate.  

 
 

3.2.2 Mutual Authentication & Secure Channel  

All communications between agent and MCP server must be secured via mutual-TLS (mTLS) (TLS 1.3 with 

forward secrecy). Both endpoints authenticate each other’s certificate and optionally enforce certificate-

pinning or token binding. This prevents MITM or spoofed-server attacks.  

ASCII diagram:  

[Agent Host] <-mTLS-> [MCP Server] <-mTLS-> [Tool/Data Backend]  
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Encryption ensures confidentiality and integrity; endpoint verification ensures authenticity.  

3.2.3 Micro-Segmentation & Network Zoning  

MCP servers are deployed within isolated segments (for example, a dedicated VPC subnet or service mesh 

zone). East-west communications (server to server) are restricted unless explicitly authorized. Agents are 

restricted to only designated MCP endpoints. This micro-segmentation minimizes lateral movement: even if 

one server is compromised, the blast radius is contained.  

3.2.4 Dynamic Access Control & Policy Enforcement  

Rather than static access lists, each invocation is treated as an access request evaluated in real-time by a Policy 

Decision Point (PDP). A Policy Enforcement Point (PEP) mediates each request. Policy may depend on 

attributes such as agent identity, device posture, tool type, context metadata, time, risk score, 

and previous behavior. Example pseudo-code:  

allow_invocation(agent, server, tool, context):  

    if not role_allowed(agent.role, tool):  

        return DENY  

    if device_posture(agent.device) != TRUSTED:  

        return DENY  

    if session_age(agent.session) > max_session_age(tool):  

        return DENY  

    if risk_score(agent, context) > threshold(tool):  

        return DENY  

    return ALLOW  

The PDP may compute a risk score combining behavioral baseline, anomaly detection, tool history, and 

context attributes. Policy enforcement ensures least-privilege: the agent only invokes tools it is authorized for, 

only with parameters validated, only for the minimal time or scope needed. Tool parameter validation is 

essential (schema checking, whitelisting of allowed arguments) to prevent injection or misuse of the tool 

interface.  

3.2.5 Continuous Monitoring & Telemetry  

Every invocation is logged: metadata (agent ID, server ID, tool invoked, timestamp, context size, result size) 

and optionally payload summaries. A central Telemetry Engine ingests the logs and applies behavioural-

analytics or machine-learning anomaly detection to identify suspicious patterns (e.g., an agent invoking a new 

tool, or large data exfiltration). Volume: if there are N agents, each invoking K tool per unit time, logging rate 

is O(N·K). The analytics must support near-real-time alerting and correlation across sessions, servers and 

tools.  

3.2.6 Breach Containment & Audit  

On detection of anomalous activity (e.g., unauthorized tool invocation, high data volume transfer, unknown 

server endpoint), the system triggers containment: session termination, credential revocation, isolation of the 

server segment, forensic capture of relevant logs. A full audit trail enables root-cause analysis and helps refine 

policy or system design.  

 

3.3 Complexity, Scalability, and Deployment Considerations  

3.3.1 Computational complexity:  

▪ Credential verification and posture check:  O(1) per request (certificate check, device info lookup).  

 Policy decision cost: O(p) where p = number of policy attributes/conditions.   

In practice, p tends to be modest (≈10–20). With caching of common decisions (agent–tool pairs), 

the amortized cost is low.   

▪ Logging/telemetry ingestion: for M invocations per second, the system must process O(M) log entries. 

Scaling to high-volume environments (e.g., 100K invocations/s) requires horizontally scalable log 

pipelines.  

▪ Micro-segmentation and network isolation: design overhead increases with number of segments and 

services; automated service-mesh labeling and policy propagation help mitigate administrative burden.  

▪ Latency overhead: additional TLS handshakes, policy lookups, and logging introduce some latency. In 

latency-sensitive systems, caching of credentials, pre-authenticated sessions, and asynchronous logging 

can (with some risk trade-offs) reduce overhead.  
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3.3.2 Deployment considerations:  

Identity infrastructure: requires a trust anchor / certificate authority, device-posture agents, key-rotation 

policies.  

▪  Policy management: defining fine-grained policies for potentially thousands of tool-invocation 

combinations is operationally challenging; tooling and policy authoring frameworks are recommended.  

▪  Telemetry infrastructure: log retention, data-privacy compliance, alert threshold tuning, drift 

management.  

▪ Legacy system integration: many existing MCP servers or tool endpoints may not support mutual 

authentication, parameter schema enforcement or fine-grained logging. Phased migration approaches 

(e.g., gateway wrap) may be needed.  

▪ Usability trade-off: too restrictive policy may hamper legitimate agent-tool workflows; balancing 

security and productivity is critical.  

 

4.DISCUSSION  

4.1 Strengths  

This zero-trust framework aligns naturally with the dynamic, distributed, and heterogeneous nature of MCP-

mediated agent workflows. By treating each agent-to-tool invocation as a discrete access request, the 

framework enables fine-grained control and continuous validation, rather than relying on coarse static trust 

boundaries. The components of identity/posture, micro-segmentation, and monitoring collectively reduce the 

attack surface, constrain lateral movement, and provide detailed visibility into agent behavior and tool-usage 

patterns. The architecture is modular and largely cloud-native, making it suitable for hybrid and multi-cloud 

deployments. Given the high-risk nature of agent-tool integrations (where mis-configured tool connections 

can lead to exfiltration or poisoning), a zero-trust stance provides a stronger security posture than legacy zone-

based approaches.  

  

4.2 Limitations and Potential Failure Modes  

The proposed framework has several practical limitations.   

▪ First, it assumes that the identity and device-posture infrastructure is robust; if the certificate issuance or 

posture verification is flawed or compromised, the chain of trust collapses.   

▪ Second, the policy engine depends on accurate attribute data (such as riskscore or device health) and may 

suffer from false positives or negatives, particularly when agent behaviour evolves rapidly.   

▪ Third, the latency overhead (although manageable) may become non-trivial in ultra-low latency systems 

(e.g., sub-10 ms tool invocations).   

▪ Fourth, micro-segmentation and policy management may become operationally burdensome in large 

multi-tenant or cross-cloud MCP ecosystems: mis-configured segmentation or stale policies may create 

gaps.  

▪  Fifth, monitoring and telemetry create privacy and cost considerations: high‐volume log ingestion and 

storage may require dedicated infrastructure and may raise data-protection concerns, especially when 

agents operate over sensitive data.   

▪ Sixth, adversaries may exploit the trust-registration process of MCP servers: even under zero trust, a 

compromised server that passes initial checks may still act maliciously, so supply-chain 

verification remains critical.  

 

4.3 Deployment Considerations in Real-World Settings  

 For enterprise deployment, we recommend a phased migration path:  

▪  Phase 1: Inventory and classification of all MCP servers, tools and agent domains; assign risk levels.  

▪ Phase 2: Introduce mutual‐authentication and certificate infrastructure for agent-server communications; 

segment MCP servers into dedicated network zones.  

▪ Phase 3: Deploy policy enforcement gateway (PEP) in front of MCP servers and start logging 

invocations; define baseline policies permitting known agent–tool pairs.  

▪ Phase 4: Introduce continuous telemetry and anomaly detection; gradually tighten policy to enforce least 

privilege and tool parameter validation.  
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▪ Phase 5: Full zero-trust deployment: dynamic policy evaluation, just-in-time credentials, automated 

containment responses, audit workflows.  

 

Importantly, organisations must integrate zero-trust for MCP into existing identity and access management 

systems; involve DevOps, security, and AI-platform owners in governance; monitor and refine policy and 

telemetry based on usage patterns; and plan for credential lifecycle, certificate revocation, log retention and 

scaling.  

 
Future Work  

There are several promising research directions and practical challenges that merit future investigation:  

▪ Adaptive Trust Scoring and ML-based Policy Engine: Use machine-learning techniques to dynamically 

compute risk scores for agent-tool invocations, learning from patterns and detecting novel threats (e.g., 

zero-day tool-poisoning).  

▪  Formal Verification of Policy Engines: Using formal methods to verify that PDP/PEP implementations 

enforce intended security properties, especially in complex tool-chaining scenarios.  

▪ Benchmarking and Performance Studies at Scale: Evaluate the zero-trust framework across large-scale 

MCP deployments (multi-tenant, multi-cloud, edge) with various latency, throughput and cost trade-offs.  

▪  Supply-Chain Security for MCP Servers: Develop registries, attestation frameworks and provenance 

tracking for MCP servers and tools to ensure trustworthiness in multi-party ecosystems.  

▪ Post-Quantum and Advanced Cryptography: Investigate how post-quantum cryptography (PQC) can be 

integrated in mutual authentication (mTLS) and certificate issuance for long-lived agent–tool 

infrastructures.  

▪ Usability and Policy Governance Studies: Empirical research on how organisations adopt zero-trust for 

AI agent infrastructures; human factors, policy authoring, and developer workflows.  

▪ Attack-Resilience Frameworks and Playbooks: Systematic adversary modelling for MCP-mediated tool 

chains (e.g., cross-server exfiltration, supply-chain trojans) and development of incident-response 

playbooks tailored to agent environments.  

  

CONCLUSION  

As AI systems increasingly invoke external tools and data through protocols like the Model Context Protocol 

(MCP), the security paradigm must evolve beyond perimeter-based defenses. Zero-Trust Architecture (ZTA) 
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offers a compelling model for securing agent-to-tool communications by assuming breach, verifying 

explicitly, enforcing least privilege, and continuously monitoring all access. In this paper we have presented 

a threat-model for MCP server communications, proposed a detailed zero-trust framework tailored to the 

agent-tool environment, discussed complexity and deployment considerations, and identified strengths and 

limitations. While implementing this framework demands rigorous identity, policy, telemetry and 

segmentation infrastructure, the resulting security gains are substantial and necessary for safe agentic AI 

deployment. We encourage researchers and practitioners to adopt, refine and benchmark zero-trust 

frameworks in real-world MCP deployments.  
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