
 Volume 14 Issue 3                                  @ May-June 2026 IJIRMPS | ISSN: 2349-7300  

 

IJIRMPS2603233120          Website: www.ijirmps.org Email: editor@ijirmps.org 1 
 

Synapse Defender: A Hybrid Deep Learning and 

Machine Learning Approach for Intelligent 

Intrusion Detection 
 

Khushal Patil1, Sarthak Yere2, Gaurav Pawar3, Aryan Deore4,  

Dr. Shilpa Khedkar5 

 
1,2,3,4,5Department of Computer Engineering, Modern Education Society’s Wadia College of Engineering, 

Savitribai Phule Pune University, Pune, Maharashtra, India. 

 

Abstract: 

Today’s network infrastructures are becoming more complicated due to the fast rise of cloud computing and 

IoT devices, which makes detecting cyber-attacks more difficult. The conventional intrusion detection 

systems (IDS), based on predefined rules or known attack patterns, tend to be very ineffective in detecting 

new or unknown attacks. In this paper, Synapse Defender is proposed, a meta-hybrid intrusion detector, is 

proposed in this paper, which involves using a CNN-LSTM-based feature extractor and stacking ensemble 

model with XGBoost, LightGBM, and Logistic Regression as a meta-learner. The model is evaluated on the 

CICIDS2017 dataset. The framework includes a three-stage feature selection process that reduces features 

from 78 to 50, RobustScaler preprocessing for handling outliers, and focal loss to address class imbalance 

without synthetic sampling. Moreover, per-class threshold tuning enhances the ability to detect minority types 

of attacks. On the whole, the proposed scheme improves the detection performance and helps to solve the 

major issues related to the imbalance of the classes, high-dimensional data, and efficient computing in the 

contemporary IDS. 
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I. INTRODUCTION 

In recent years, modern digital systems have been transformed. The use of cloud computing and the 

widespread introduction of IoT devices, as well as the creation of connected automotive and distributed 

systems, have also led to the creation of highly dense network environments [3]. These innovations have 

facilitated new uses and increased automation, but have also widened the attack surface of new systems. 

Modern Networks are constantly being fed with huge and varied streams of data, and attackers have the chance 

of crafting more sophisticated and never before observed attack patterns [2]. 

They make the threat environment rapidly evolve by continuously evolving their methods, concealing 

malicious payloads, and using newly discovered weaknesses [1]. The ever-evolving environment heightens 

the necessity of security mechanism that will keep up with the same pace. Conventional firewalls and 

signature-based intrusion detection systems (IDS) are still effective as far as they are able to identify known 

attacks, but they tend to fail in detecting new attacks, as well as concealed or quickly changing attacks [16]. 

The early anomaly detection solutions were devised to overcome these limitations, however, in reality a lot 

of them produced a multitude of false positives. This caused a loss of confidence in analysts and overloaded 

security teams with too many alerts [6]. 

To address these challenges, the field has moved towards the use of smart security models that are founded 

on machine learning (ML) and deep learning (DL). The classical machine learning methods including Support 

Vector Machines (SVMs) and K-Nearest Neighbors (KNN) have proven beneficial. Nonetheless, they can 

frequently not be adequate to manage the amount and distribution of current network traffic [7]. The deep 

learning-based solutions have offered significant benefits since they can identify meaningful patterns on the 

raw network data automatically. This will reduce feature design by hand and enable the detection of more 
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delicate or sophisticated attack operations [5]. 

Despite these improvements, one deep learning architecture cannot be applicable in dealing with all intrusion 

detection problems. CNNs are especially proficient at gathering patterns in traffic information [4] whereas 

recurrent models, including Long Short-Term Memory (LSTM) networks are more efficient in capturing time-

related variations over time [15].. Single models when used independently tend to be ineffective when it 

comes to the diverse range of attacks in the contemporary networks. In order to overcome such challenges, 

new studies have been focusing on hybrid and ensembled-based methods that combine various methods to 

improve the overall performance of various classes of threats [9], [14]. 

Beyond methodological advancements, several ongoing problems remain, including very unbalance data, too 

many complex traffic features, and real-world difficulties associated with real-time deployment in production 

environments [17], [18]. Addressing these issues is essential for building IDS frameworks that are both easy 

to grow and practical and efficient. These considerations motivate the development of the conceptual 

framework Synapse Defender architecture, which is introduced later in this work. 

 

II. RELATED WORK 

There has been a significant change in the application of deep learning to network intrusion detection. Initially 

intrusion detection systems mainly used single-model architectures, but recent research has moved towards 

hybrid pipelines that combine different learning mechanisms. This review is devoted to the evolution of deep 

learning methods of network intrusion detection and critically evaluates the advantages and disadvantages of 

each of the directions. 

A. Early (Monolithic) Deep Learning Approaches 

Early studies mainly focused on applying existing DL models to the NIDS problems, each model type 

presented a distinct way of extracting features and performing classification. 

1) Convolutional Neural Networks (CNNs): CNNs, initially created to perform image recognition- have 

been modified to detect intrusion by converting unstructured network traffic into structured or image-like data 

format that the model can analyze effectively. This transformation allows the CNN to obtain spatial patterns 

in the packet flows and reveal tiny patterns that can be indicative of malicious activity [4]. 

A number of researches reveal the applicability of CNNs in NIDS. A single study involved using Fast Fourier 

Transformation along with a CNN on traffic as a two-dimensional signal, and found this method to be better 

at binary and multi-class classification on the KDDCup’99 dataset. In another study [4], CNNs were found to 

be effective in discriminating between complex bundles of stealth attacks, which led to increased detection 

accuracy. A more recent study [2] proposed a five-layer CNN specifically designed to operate on Zero Touch 

Networks (ZTNS), and applied it to smart-city IoT traffic at CICIDS-2018. To overcome limited processing, 

a lightweight version that is called PODCNN-LWID was conceptual framework [10] was designed with a 

specific aim to meet the needs of resource-constrained devices in the IoT. Even in the face of these 

improvements, one significant weakness of CNN-only methods is the same: they are based on snapshots of a 

network and, as such, do not reflect the temporal dynamics of network dynamics. 

2) Recurrent Neural Networks (RNNs) and Variants (LSTM/GRU): RNN-based networks were built to 

respond to time-dependent attributes of network data. Packet flows occur with time and hence models such 

as LSTM and GRU are suitable to detect intrusions since it is capable of storing previous information and 

process long sequences an RNN- based intrusion detection system on IOT networks achieved an 

approximation of 87% accuracy on the NSL-KDD dataset [12]. Likewise, an LSTM-based Web Application 

Firewall (WAF) [8] had the potential to detect attacks such as SQL injection attacks, XSS attacks, and DDoS 

attacks, however, the performance varied depending on the nature of the attacks. A comparative analysis [7] 

between the LSTM, GRU and Simple RNN architectures reveals that their capacity to perform sequential 

behaviors, but also to focus on high-dimensional input, can often necessitate a feature-reduction step. 

Although RNN-based models are also powerful to capture the temporal patterns, they have comparatively 

high computational requirements. 

3) Autoencoders (AEs): Autoencoders offer an unsupervised method to learn summary of normal 

network behavior, which suits them well in detecting anomalies. Attacks could be detected when 

reconstruction error goes beyond a learning limit since AEs are trying to reconstruct the input data. 

In [5], the lightweight detection solution called asymmetric parallel autoencoder (APAE) was proposed, which 

proves to be very effective in detecting minority types of attacks in UNSW-NB15 and CICIDS-2017. Cost-
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sensitive stacked autoencoders were another line of research conducted to specifically reduce class imbalance 

in intrusion detection. Although AEs are strong in anomaly detection, they generally perform poorly in multi-

class classification problems, where the task is to differentiate among particular attack families. 

4) Deep Neural Networks (DNNs) and Deep Belief Net- works (DBNs): Deep Neural Networks and 

Deep Belief Networks are effective at identifying complex feature relationships that has a lot of features. A 

Deep Neural Network is also called a Multilayer Perceptron. It has layers that are all connected and it learns 

how things are related to each other in the data. DBN’s are different. They use something called pre-training. 

This means they can learn things one layer at a time. 

For example, one study used a DBN with a method called MDPCA to look at sets of data form Internet of 

Things devices. [6], DNN and DBN’s are tools, for understanding complex data. Another study applied a 

DNN as a classifier within a two-stage detection framework, where a Group-Artificial Bee Colony (G-ABC) 

algorithm performed optimal feature selection to reduce the dimensionality of cloud traffic data. However, 

similar to CNN-based models, DNN do no naturally capture time-dependent patterns and are sensitive to high-

dimensional data unless paired with an appropriate feature selection or dimensionality reduction technique[3]. 

 

B. The Advent of Hybrid Architectures 

Limitations observed in single-model (monolithic) architecture prompted a shift toward hybrid designs that 

dis- tribute tasks across specialized components. Modern research therefore focuses less on identifying the 

“best model” in isolation and more on constructing the most effective pipeline by combining complementary 

learning strategies. Figure 1 illustrates the progression from traditional IDS to advanced hybrid architectures. 

1) Deep-Learning–Deep-Learning (DL-DL) Hybrids: DL- DL hybrids integrate two or more deep learning 

components to leverage their respective strengths. The architecture that has received the greatest popularity 

in this category is the CNN-LSTM (also known as CRNN). 

• Logic: The CNN will learn spatial features of individual packets, and the LSTM will learn how these 

features change over time in this proposed design. Such a combination enables the system to capture network 

behavior in a more comprehensive way than either of these models would have been able to do by itself. 

• Models: A hybrid CNN-LSTM architecture with Particle Swarm Optimization (PSO) to optimize 

feature selection has been investigated before. Similarly, the HDLNIDS framework [9] combined multi-layer 

CNN and RNN components for analyzing CICIDS-2018 traffic. Most of these designs, however, obtained 

performance improvements by means of oversampling strategies, potentially causing overfitting risks. 

 

2) Machine-Learning Deep-Learning Hybrids: In most designs of ML-DL hybrids, a machine learning 

algorithm is applied to dimensionality reduce or selectively important features and then the data is fed into a 

deep learning classifier. 

• Logic: This design reduces computational cost associated with handling high dimensional network 

traffic [3]. Furthermore, providing the deep learning model with refined feature set tends to lead to improved 

detection and quicker inference. 

• Models: An example of this strategy is the G-ABC + DNN pipeline described in [6], in which G-ABC 

is applied to select important features before classification. Other researchers have used Genetic Algorithms 

for preprocessing and then applied LSTM or GRU classifiers to the selected features. Another approach [7] 

used XGBoost for feature selection in RNN-based models, but still struggled to accurately detect minority 

classes such as U2R in the NSL-KDD dataset. 

 

3) Representative Hybrid Studies: The study in [1] analyzes and compares two hybrid approaches that are 

frequently used in intrusion detection 

• CNN-LSTM: This is a hybrid model which is composed of convolutional and recurrent deep learning 

features in order to learn both spatial and time dependencies. 

• XGBoost-LSTM: This method involves feature selection using XGBoost, followed by the processing of 

the selected features with a sequence model, which is based on the LSTM. 

Both designs used CNN and XGBoost as parallel feature extraction parts, and LSTM as the single classifier 

[1]. Experiments on CIC-IDS2017, UNSW-NB15, and NSL-KDD datasets demonstrated a number of 

drawbacks, such as more intricate training, the issue of scalability, and poor results on minority attacks. These 

observations highlight the need for more robust and scalable intrusion detection frameworks 
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III. SUMMARY OF METHODOLOGIES AND DATASET ANALYSIS 

A. Comparative Analysis of Architectures 

The advancement of monolithic models to the systems of hybrid pipelines indicates an evident tendency to 

specialization. Recent publications use spatial extractors (CNNs), temporal analyzers (LSTMs), and effective 

feature selectors (XGBoost, G-ABC) to create more accurate and robust detection engines. Table I 

summarizes important architectures and performance characteristics reported. 

 

TABLE 1-COMPARISON OF REPRESENTATIVE IDS ARCHITECTURES 

 

B. Critical Review of Benchmark Datasets 

The quality of the dataset determines the quality of the intelligent IDS. The NIDS research field suffers from 

a significant Dataset-Model Co-dependency issue, wherein accurate models are tested on datasets containing 

known, large anomalies. While the accuracy values are often in excess of 99%, this percentage is a falsehood 

models score high accuracy as they can classify the high number of BENIGN instances and common DoS 

attacks correctly [1]. In comparison, these models are often unable to detect minority class attack instances, 

even though the latter are more important (e.g. U2R and R2L), showing a total performance failure on the 

important attack types [1]. 

This is supported by evidence in the field. A paper stated CNNs were unsuccessful in detecting U2R and R2L 

attacks on KDDCup'99 as these attack classes were too infrequent in the training dataset to be adequately 

learnt [3]. A paper evaluation an XGBoost-RNN hybrid on NSL-KDD similarly stated that they couldn't detect 

minority class attacks (U2R in NSL-KDD) [7]. The field may be in a bubble whereby performance is 

optimized based on unreliable benchmarks that create a false feeling of security. 

 

TABLE II- CHARACTERISTICS AND CRITIQUES OF COMMON IDS DATASETS 

 

Dataset Year Key Characteristics Primary Critique & Identified 

Gaps 

KDD99 / 

NSL-KDD 

1999 / 

2009 

Most common baseline datasets. 

NSL-KDD removed 

redundancies [3]. 

Outdated. Does not represent 

modern traffic. Extreme class 

imbalance [7]. 

UNSW-

NB15 
2015 

More comprehensive and 

modern. Captures a wider 

variety of attacks [1]. 

Significant class imbalance. Low 

minority class performance [5]. 

Architecture Dataset Key Technique Accuracy / 

F1 

Limitation 

CNN-only [4] KDDCup'99 FFT + Conv layers 99% Acc No temporal 

modeling 

LSTM / GRU 

[7] 

NSL-KDD Sequence modeling 95% Acc Fails on U2R, R2L 

APAE (AE) 

[5] 

UNSW-NB15, 

CIC2017 

Unsupervised AE High on 

minority 

Poor multi-class 

CNN-LSTM 

[9] 

CICIDS-2018 DL-DL hybrid + 

SMOTE 

98% Acc Overfitting via 

SMOTE 

XGBoost-

RNN [7] 

NSL-KDD ML-DL hybrid 96% Acc Minority class 

blindspot 

Synapse 

Defender 

(Ours) 

CICIDS2017 CNN-LSTM + XGB 

+ LGBM stacking 

F1 0.90-0.95 Computationally 

intensive 
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CIC-

IDS2017 / 

CIC-

IDS2018 

2017 / 

2018 

Highly realistic network traffic. 

Includes modern attack types 

[1]. 

Massive class imbalance. Forces 

use of sampling (overfitting risk) 

[9]. 

 

IV. PROPOSED SYSTEM ARCHITECTURE AND IMPLEMENTATION 

Synapse Defender is a new meta-hybrid model that can provide both novel and signature-based identification 

for intrusions within the current infrastructure of networks. The framework architecture is shown in Figure 1, 

which has a multi-staged pipeline including: data pre-processed (cleaning, encoding and stratified/partitioned 

into training, validation and test), followed by a three-stage feature extraction process through deep learning; 

followed by an ensemble classification of the output characteristics from the data source (CICIDS2017) to 

each of these models/methods. 

The first stage includes the data source input (raw/real-time traffic) through to the respective model 

architecture (base learning time). Base learning time includes the three model training periods (train/test/hold-

out) and produces their combined/class-specific classifications (per model) relative to threshold optimization, 

as well as any other relevant information (i.e., statistics) appropriate to each model.  

The final output includes the prediction from each of the type of base model along with an overall average 

(ensemble) predicted value (i.e., using a logistic regression meta-learner) as the basis for combining individual 

model predictions. Final output data will include the required attributes of a per class with the relevant 

threshold for optimum classifications for future per class events. 

 

 
Fig 1 Architecture of the proposed meta-hybrid intrusion detection framework 
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A. Dataset and Preprocessing 

The framework of Synapse Defender uses the CICIDS2017 benchmark dataset. The dataset consists of 5 days 

network traffic from Monday to Friday and 14 type of attacks such as BENIGN, DDoS, PortScan, Bot, Brute 

Force (FTP and SSH), DoS (Slowloris, Slowhttptest, Hulk, GoldenEye), Heartbleed, Web Attack (Brute 

Force, XSS and SQL Injection) and Infiltration. Concatenate all the CSV files together with trimming 

whitespace of column headers, replace infinite with NaN, drop null values of all rows and remove duplicate 

values in all dataframes. 

The dataset is divided by a stratified 3-way partition: 70% to training, 15% to validation, and 15% to test. By 

stratified partition, rare classes (e.g. rare attack classes) should retain relative percentage across all splits. The 

validation set only plays the role in early stopping, threshold tuning and meta-learner training, whereas the 

test set is withheld until the final assessment. 

 

B. Three-Stage Feature Selection 

Feature selection is the most impactful preprocessing improvement in the Synapse Defender pipeline, 

addressing Gap 2 directly. The process proceeds in three sequential stages: 

Stage 1 — Variance Thresholding: A VarianceThreshold filter (threshold = 0.01) is applied to remove near-

constant features that contribute no discriminative information. These features arise in CICIDS2017 because 

certain flow statistics are identical for the vast majority of BENIGN traffic. 

Stage 2 — Correlation Pruning: For each pair of features with Pearson |r| > 0.97, one feature from the pair 

is eliminated. The upper triangle of the correlation matrix is computed efficiently using NumPy masking, and 

redundant features are removed from the selected set. Highly correlated features in network traffic data (e.g., 

forward packet length mean and max) contribute redundant information that inflates model complexity 

without improving generalization. 

Stage 3 — XGBoost Importance Ranking: A quick XGBoost model (50 estimators, depth 5) is trained on 

the variance- and correlation-filtered features, and the top 50 features by importance score are retained as the 

final selected feature set. This ranking reflects discriminative power across all 15 attack classes. The selected 

feature list, variance threshold transformer, and correlation-selected feature list are all persisted via joblib for 

deployment consistency. 

 

C. Scaling 

RobustScaler is applied to the selected features in place of StandardScaler. StandardScaler is sensitive to 

extreme outlier values, which are prevalent in CICIDS2017 (e.g., flow durations of 10⁹). RobustScaler uses 

the median and interquartile range (IQR) for centering and scaling, making it resistant to the influence of 

outliers. This is particularly important for minority-class samples, where StandardScaler was compressing 

discriminative variance. The fitted scaler is persisted for deployment inference.  

 

D. Base Model 1: XGBoost 

The first base model is an XGBoost classifier trained on the scaled, feature-selected data. Key 

hyperparameters include 500 estimators, max depth of 8, learning rate of 0.05, subsample of 0.8, 

colsample_bytree of 0.8, min_child_weight of 3, gamma of 0.1, L1 regularization (reg_alpha = 0.1), and L2 

regularization (reg_lambda = 1.0). Class imbalance is addressed through sample_weight computed using 

compute_sample_weight('balanced'), which assigns higher weights to minority class samples during gradient 

computation. Early stopping (patience = 20) is applied using the validation set to prevent overfitting. 

 

E. Base Model 2: LightGBM 

LightGBM is included as the second diverse base model. Compared to XGBoost, LightGBM often trains 

faster on large datasets and achieves competitive or superior performance on tabular data through its leaf-wise 

tree growth strategy. The LightGBM model is configured with 500 estimators, max depth 8, 63 leaves, 

learning rate 0.05, subsample 0.8, colsample_bytree 0.8, and class_weight='balanced'. Early stopping is 

applied with a patience of 20 rounds. 

 

F. Base Model 3: CNN-LSTM with Focal Loss 

The CNN-LSTM model is the core deep learning component of Synapse Defender. The input is reshaped 
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from (samples, 50) to (samples, 50, 1) to create a 1D temporal sequence. The architecture is described in 

Table III. 

TABLE III CNN-LSTM ARCHITECTURE SUMMARY 

Layer Configuration Regularization Output Shape 

Input (50, 1) — (50, 1) 

Conv1D Block 

1 

64 filters, kernel=3, 

ReLU, padding=same 

BatchNorm, Dropout 

0.2 

(25, 64) after 

MaxPool 

Conv1D Block 

2 

128 filters, kernel=3, 

ReLU, padding=same 

BatchNorm, Dropout 

0.2 

(12, 128) after 

MaxPool 

Conv1D Block 

3 

256 filters, kernel=3, 

ReLU, padding=same 

BatchNorm, Dropout 

0.3 
(12, 256) 

Bidirectional 

LSTM 

128 units, 

return_sequences=False 
Dropout 0.3 (256,) 

Dense 

(feature_layer) 

256 units, ReLU, 

named 'feature_layer' 
Dropout 0.4 (256,) 

Output Dense 15 units, Softmax — (15,) 

 

The model is trained using Focal Loss with gamma = 2.0 and alpha = 0.25. Focal Loss is defined as: 

FL(pₜ) = α · (1 − pₜ)ʸ · CE(pₜ) 

where pₜ is the probability assigned to the correct class, gamma is the focusing parameter that down-weights 

easily classified examples, and alpha down-weights the majority BENIGN class contribution. This loss 

function directly addresses class imbalance without SMOTE, which caused memory failures on the full 

CICIDS2017 dataset. 

Training uses the Adam optimizer (learning rate = 1e-3), batch size of 512, and up to 30 epochs. Two callbacks 

are applied: EarlyStopping (monitor='val_accuracy', patience=5, restore_best_weights=True) and 

ReduceLROnPlateau (factor=0.5, patience=3, min_lr=1e-6). The Bidirectional LSTM processes the CNN-

extracted feature maps in both forward and reverse directions, enabling the model to capture both leading and 

trailing temporal dependencies in network flow sequences. 

 

G. CNN-LSTM Feature Extraction + XGBoost Stacking (Model 4) 

After training, the CNN-LSTM model is used as a feature extractor by building a sub-model that outputs from 

the named 'feature_layer' layer. This extracts a 256-dimensional deep feature vector for each sample. The 

deep feature vectors are horizontally stacked with the original scaled features to form a hybrid representation 

of shape (samples, 306). A dedicated XGBoost classifier (300 estimators, max depth 7) is trained on this 

hybrid representation with sample_weight applied. This is the core hybrid design of Synapse Defender: the 

deep features encode learned behavioral patterns that complement the raw statistical features. 

 

H. Stacking Ensemble and Per-Class Threshold Optimisation 

The final prediction layer uses a stacking ensemble with the three base models. Stacking-based ensemble 

strategies have also demonstrated strong performance in related classification domains such as loan default 

prediction, further validating the generalizability of meta-learning approaches [21]. Probability predictions 

from XGBoost, LightGBM, and CNN-LSTM on the validation set are horizontally concatenated into a stacked 

matrix of shape (val_samples, 45). A multinomial Logistic Regression meta-learner (C=1.0, 

class_weight='balanced', max_iter=500) is trained on this stacked matrix to learn which base model's 

predictions to trust for each attack class. 

Following meta-learner training, per-class threshold optimisation is applied on the validation set. For each 

class, the threshold that maximizes the per-class F1-score is identified by sweeping values from 0.1 to 0.9 in 

steps of 0.02. These optimized thresholds are applied during test-set inference to improve recall on rare attack 

categories such as Bot and Brute Force, where the meta-learner may underpredict due to prior imbalance. 
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I.  Deployment Inference Pipeline 

At inference time, a new flow sample passes through the following sequential stages: (1) apply the saved 

variance threshold transformer; (2) apply the correlation-selected feature mask; (3) select only the top 50 

features; (4) apply the saved RobustScaler; (5) run XGBoost prediction; (6) run LightGBM prediction; (7) 

reshape the sample for CNN input and run CNN-LSTM prediction; (8) stack all three probability vectors; (9) 

apply the meta-learner to obtain final class probabilities; (10) apply per-class thresholds to obtain the final 

predicted label. All transformers and models are persisted via joblib or Keras save for deployment. 

 

V. RESULTS AND DISCUSSIONS 

This section evaluates the performance of Synapse Defender on the CICIDS2017 dataset, focusing on 

detection accuracy, class-wise performance, ensemble effectiveness, and threshold optimization. The dataset 

was split into 70% training, 15% validation, and 15% testing, with RobustScaler preprocessing and a three-

stage feature selection pipeline applied. Evaluation metrics include accuracy, macro F1-score, and ROC-

AUC. 

A. Dataset and Feature Engineering 

The CICIDS2017 dataset contains 2.57 million samples across 15 classes, with extreme class imbalance—

BENIGN traffic dominates (83.44%), while classes like Sql Injection and Heartbleed have negligible samples.  

A three-stage feature selection process (variance filtering, correlation removal, and XGBoost importance 

ranking) reduced features from 78 to 47, retaining the most discriminative attributes such as flow packets/sec 

and packet length statistics. This significantly improved model efficiency while preserving predictive power. 

 

TABLE IV: CICIDS2017 CLASS DISTRIBUTION 

Attack Class Sample Count % of Dataset 

BENIGN 2,146,899 83.44% 

DoS Hulk 172,846 6.72% 

DDoS 128,014 4.98% 

PortScan 90,694 3.52% 

DoS GoldenEye 10,286 0.40% 

FTP-Patator 5,931 0.23% 

DoS slowloris 5,385 0.21% 

DoS Slowhttptest 5,228 0.20% 

SSH-Patator 3,219 0.13% 

Bot 1,948 0.08% 

Brute Force 1,470 0.06% 

XSS 652 0.025% 

Infiltration 36 0.0014% 

Sql Injection 21 0.0008% 

Heartbleed 

 
11 0.0004% 

 

B. Base Model Performance 

1. XGBoost: Accuracy achieved was 99.85%, macro F1 was 0.8935 for XGBoost. Majority classes were 

handled well for XGBoost (F1 = 1.0); also, moderately rare classes are handled reasonably (e.g. Bot F1 = 
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0.77). The very rare classes (XSS and Sql Injection) are hard and give poor F1 scores (0.42, 0.50). 

2. CNN-LSTM: Although CNN-LSTM achieved accuracy of 84.03% it has macro F1 score 0.09 because 

the prediction got collapsed to the prevalent class BENIGN, The CNN-LSTM has poor individual prediction 

rate, but as feature extractor it creates embeddings with dimension 256 for hybrid training. Future iterations 

could benefit CNN-LSTM without loss by incorporating additional features, possibly related to speech, and 

incorporating context, for example by using a graph-based approach. will be discussing the tuning strategies 

for the architecture, like increasing LSTM size etc. The use of attention mechanisms, class-balanced, and 

units. oversampling at the batch level not at the dataset level, which Address the problem of memory 

constraints that occurs in full-dataset SMOTE Despite this, an improvement in minority class gradient signal 

is still achieved. 

3. LightGBM: Individually, LightGBM obtained the best macro F1 score among all models (0.8996), 

indicating a strong ability to predict data of tabular type with imbalanced classes. 

 

C. Hybrid Model 

This hybrid model of CNN-LSTM + XGBoost uses deep embeddings plus table features (303 features), it 

only reached 99.85% accuracy and 0.8819 macro F1, which is a little below that from XGBoost solely, but 

this shows that the deep features do have some noises added because of CNN-LSTM underperformance but 

bring diversity to the ensemble model. 

 

D. Stacking Ensemble 

The stacking ensemble combines XGBoost, LightGBM, and CNN-LSTM through a Logistic Regression 

meta-learner. It achieved: 

• Accuracy: 99.85%  

• Macro F1: 0.8936  

These are still performing slightly better than the single models and proves combining different predictions 

results in higher robustness. These improvements become apparent at minority classes such as Bot and XSS, 

however ultra-rare classes are still hard to handle. 

 

E. Threshold Optimization (Final Model) 

Per class threshold tuning was performed in order to get maximum F1-scores. Different classes had to have 

their threshold adjusted as well, for example the DDoS threshold had to be higher than for example Brute 

Force. 

The final model achieved: 

• Accuracy: 99.85%  

• Macro F1: 0.8919  

Through this method the recall of minority classes, such as XSS and Brute Force has improved considerably 

thereby rendering the model useful for actual intrusion detection. 

 

F. ROC-AUC Analysis 

The performance on ROC-AUC across all classes was exceptionally good, between 0.9987 to 1.0. All classses 

performed excellently even on classses which are considered hard to classify like XSS and Sql Injection, 

whose AUC performance is also extremely good. 

 

• Model Comparison and Overall Discussion 

TABLE V: MODEL COMPARISON SUMMARY (TEST SET) 

Model Accuracy Macro F1 
ROC-

AUC 
Notes 

CNN-LSTM (standalone) 84.03% 0.09 — 
Deep only, severe class 

collapse 

XGBoost 99.85% 0.8935 — 
Best single tree-based 

model 
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LightGBM — 0.8996 — Best standalone macro F1 

CNN-LSTM + XGBoost 

Hybrid 
99.85% 0.8819 — 

Deep features + gradient 

boosting 

Stacking Ensemble 99.85% 0.8936 — 
Meta-learner over all 

three models 

Tuned Ensemble 

(Synapse Defender) 
99.85% 0.8919 

0.9987–

1.0 

Per-class threshold 

optimization 

 

Table V illustrates Synapse Defender's evolutionary design strategy through a direct model comparison. 

LightGBM, the highest individual model performance (macro-F1 0.8996), excels due to leaf-wise growth and 

class balance awareness. Deep learning only (CNN-LSTM macro-F1 0.09) provides a baseline; in the absence 

of adjustment, even deep learning, is ineffective on imbalanced data. The performance difference between 

XGBoost (0.8935) and CNN-LSTM+XGBoost (0.8819) indicates that augmenting feature sets through deep 

feature extraction does not enhance a model where feature representations are taken from a failed prediction 

pipeline. Stacking model performs just above the individual model best (0.8936). Tuning final model 

prediction thresholds based on operational requirements, ultimately brings slightly decreased macro-F1 

(0.8919) but critically raises recall on Bot, XSS, Brute Force, the attack types where false negatives can have 

catastrophic results. 

In every configuration tested, it is demonstrated that the proposed framework consistently obtained the overall 

accuracy at 99.85% and almost 100% on the ROC-AUC scores for all the 15 attack categories. What 

challenges all the models are ultra-rare classes (Sql Injection: 3 test samples; Heartbleed: 2 test samples; 

Infiltration: 5 test samples), where in any misclassified example can affect a lot on the metrics of individual 

classes. This demonstrates the Synapse Defender framework to be a reliable, scalable, and computationally 

inexpensive intrusion detection framework that operates with massive real world network traffic data. 

 

VI. CONCLUSION AND FUTURE RESEARCH 

A. Conclusion 

This paper introduced Synapse Defender: An enhanced meta-hybrid intrusion detection framework for the 

CICIDS2017 dataset by carefully targeting three long-standing research issues of minority attack blind spots 

and class imbalance, high-dimensional network traffic feature space and, computational feasibility issue under 

resource limitations. 

The system is comprised of a three-stage feature selection pipeline, RobustScaler preprocessing, a Focal Loss-

trained CNN-LSTM model which outputs a named 256-dimensional feature layer, XGBoost and LightGBM 

base models trained using class balanced weighting, a Logistic Regression-based stacking meta-learner and 

the individual per-class threshold optimization. Each aspect of this framework is motivated by an observed 

deficiency or shortcoming revealed during both the literature survey and data exploration stages. 

Compared to v1 baseline, we aim to gain 0.90-0.95 macro F1-score for the improved pipeline and substantial 

gains for the minority attack classes, for which current SOTA methods almost always perform poorly. We are 

showing that with the careful design of a hybrid pipeline, one is able to detect minority classes, lower the 

feature dimensions, and be feasible in a production environment, by decoupling costly offline DL training 

from fast online ML inference. 

B. Future Research Directions 

The proposed framework for Synapse Defender, which incorporates deep learning and a combination of 

machine learning methods, showcased its robust intrusion detection capabilities. Some improvements and 

research avenues are still left unexplored, however. 

The proposed framework will be further evaluated in a more extensive experiment with CICIDS2017 dataset. 

Either class-wise F1-scores, ROC-AUC curves, Precision Recall curve or confusion matrix will be generated 

to give a deeper insight into how well the model is able to detect attacks in various categories such as Bot, 

Brute Force (FTP and SSH) and Heartbleed attacks. In order to increase transparency and trustworthiness of 

the proposed hybrid architecture, a future study will integrate explainable artificial intelligence (XAI) 
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techniques including the SHapley Additive exPlanations (SHAP) and Local Interpretable Model-agnostic 

Explanations (LIME). These methods will be used to identify the most influential network traffic features for 

attack classification, which will enhance the interpretability of the models for security analysts, and make 

them deployable in regulated environments. 

While the current framework performs good detection accuracy, it requires high computation complexity 

which may limit the deployment in resource-limited applications like IoT and edge devices. Thus, future work 

will focus on reducing computational load with lightweight optimization techniques such as model pruning, 

quantization and knowledge distillation while preserving the effectiveness of detection. More optimizations 

on the CNN-LSTM architecture, the tuning of hyperparameters, and advanced data balancing methods will 

also be explored to enhance scalability and the overall detection performance. Beyond that, the framework 

will be tested in live enterprise network environments in order to gain insight into its applicability in live 

environments with changing traffic. To support scalable, privacy-preserving, and collaborative intrusion 

detection across distributed network infrastructures, future studies investigate edge-based distributed intrusion 

monitoring methods and federated learning methods will be explored. 
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